Introduction to the Belgian laws on

e-signatures

The center pages of this issue
of the Journal contain the
unofficial translations into
English of the two laws that
have introduced a general
concept of ‘electronic signature’
in Belgian law." This
contribution aims at providing
some explanations to facilitate
the understanding of these
translations. It does not aim at
fully explaining the details of
the Belgian legislation on this
topic, but rather to help the
reader understand the link
between the two laws.

Many discussions about the reform of the
Belgian rules of evidence have taken place
during the last two decennia.’ The advent
of new technologies has demonstrated the
limits of the Belgian rules of evidence
regarding the implementation of new
technologies. The main culprit was article
1341 of the Civil Code, which in non-
commercial matters imposes a deed as
evidence for all legal acts with a value above
375 Euros.* According to the case law, a
deed required a manuscript signature. The
consensus was that a functional approach of
the concept of ‘signature’ was required to
solve the technological limits of this rule of
evidence. In the end, the reform would be
rather modest.> A functional definition of
the concept ‘signature’ was not introduced,
for fear of abolishing all the existing case
law related to the manuscript signature.
Instead, a functional definition of the
requirements of an electronic signature was
introduced in the Civil Code.

This functional definition was introduced
by the Law of 20 October 2000, which
introduced the use of telecommunications as
a means of communication, and of
electronic signatures in court and out-of-
court proceedings.® Although the purpose
of this law was more extensive than the
mere introduction of the electronic

signature, this contribution will only focus on
the article relating to the electronic signature.

Article 2 of the Law adds the following
paragraph to article 1322 of the Civil Code’:

For the purposes of this article, a set of
electronic data attributable to a specific
person and capable of indicating the
integrity of the contents of a deed, can meet
the requirements of a signature.

A deed is thus still required to prove, in
non-commercial matters, the existence of
legal acts whose value is above 375 Euros
(article 1341 of the Civil Code), but the deed
may now be signed with an electronic
signature, provided that certain requirements
are met (amended article 1322 of the Civil
Code). The functional definition of the
electronic signature under the amended
article 1322 of the Civil Code seems to leave
a large interpretation margin (‘can meet the
requirements’), but in reality the room for
interpretation is very limited.®

To determine the margin for
interpretation, the Law of 20 October 2000,
which introduces the use of tele-
communications as a means of
communication and of electronic signatures
in court and out-of-court proceedings, has
to be read in conjunction with the Law of 9
July 2001 determining some rules
concerning the legal framework of electronic
signatures and certification services®
(implementing the Electronic Signatures
Directive). It is generally accepted that both
laws need to be applied to the electronic
signature in a complementary manner.

Under article 4, 84 of the Law of 9 July
2001 determining some rules concerning
the legal framework of electronic signatures
and certification services, an advanced
electronic signature, realized by means of a
qualified certificate and made by a secure-
signature-creation device, shall be
considered the functional equivalent of a
manuscript signature based on the principle
of assimilation. This principle leaves no
margin of interpretation.

If the electronic signature cannot be
qualified as an advanced electronic
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signature, realized by means of a qualified
certificate and made by a secure-signature-
creation device, and in case the signature is
disputed, it will have to be ascertained
whether or not the signature is attributable
to a specific person and whether or not it is
capable of indicating the integrity of the
contents of a deed. If it does so, the
signature must also be assimilated with a
manuscript signature. If the signature fails to
meet these two requirements, it cannot be
considered as a signature under the
amended article 1322 of the Civil Code.

This interpretation is perfectly compatible
with the non-discrimination principle (article
4, 85 of the Law of 9 July 2001 determining
some rules concerning the legal framework
of electronic signatures and certification
services): the non-discrimination principle
only prohibits the denial of the legal
effectiveness of an electronic signature and
its admissibility as evidence in legal
proceeding solely on the grounds that it is:

¢ in electronic form; or

¢ not based upon a qualified
certificate; or

¢ not based upon a certificate issued
by an accredited certification-
service-provider; or

¢ not created by a secure-signature-
creation device.

The non-discrimination principle does not,
however, prevent the legal effectiveness and
the admissibility as evidence in legal
proceeding of an electronic signature being
denied on other grounds, such as, for
instance, the ones mentioned under the
amended article 1322 of the Civil Code in
that it is not attributable to a specific person
and not capable of indicating the integrity of
the content of a deed.
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The versions published in the Belgian State
Gazette are the only official versions. The
translations only serve an informative

purpose.

As a consequence, footnotes have been
limited to the minimum.

See for instance Y. COOL, “Signature
électronique et signature manuscrite: sceurs
ennemies ou sceurs jumelles?” in E.
MONTERO, Droit des technologies de
I'information - Regards prospectifs, Bruylant,
Brussels, 1999, 65-87.

This rule of evidence could be avoided by
concluding an ‘evidence agreement’, i.e. an
agreement in which the parties determine
specific rules of evidence. The practice of
concluding evidence agreement was and still
is widespread (ED], e-banking are examples).

Article 1341 of the Civil Code in Dutch: “Een
akte voor een notaris of een onderhandse akte
moet worden opgemaakt van alle zaken die
de som of de waarde van 375 EUR te boven
gaan, zelfs betreffende vrijwillige
bewaargevingen; het bewijs door getuigen
wordt niet toegelaten tegen en boven de
inhoud van de akten, en evenmin omtrent
hetgeen men zou beweren voor, tijdens of
sinds het opmaken te zijn gezegd, al betreft
het ook een som of een waarde van minder
dan 375 EUR”

In French: “Il doit étre passé acte devant
notaire ou sous signature privée, de toutes
choses excédant une somme ou valeur de 375
EUR, méme pour dépots volontaires; et il
n'est recu aucune preuve par témoins contre
et outre le contenu aux actes, ni sur ce qui
serait allégué avoir été dit avant, lors ou
depuis les actes, encore qu'il s'agisse d'une
somme ou valeur moindre de 375 EUR.”

M.E. STORME, “De invoering van de
elektronische handtekening in ons bewijsrecht
- een inkadering van en commentaar bij de

<

nieuwe wetsbepalingen”, R.W. 2000-01, nr. 2,
1505.

Official Dutch title: Wet van 20 oktober 2000
tot invoering van het gebruik van
telecommunicatiemiddelen en van de
elektronische handtekening in de
gerechtelijke en de buitengerechtelijke
procedure.

Official French title: Loi du 20 octobre 2000
introduisant I'utilisation de moyens de
télécommunication et de la signature
électronique dans la procédure judiciaire et
extrajudiciaire.

By introducing the definition of electronic
signatures in article 1322 of the Civil Code,
the Belgian legislator has limited the
application of electronic signatures to private
deeds. Deeds that are drawn up by notaries
public are not included. Article 1317 of the
Civil Code provides that such deeds may be
placed on any medium. The specific
requirements therefore however still have to
be provided for by Royal Decree, deliberated
upon in the Council of Ministers.

Article 1322 of the Civil Code in Dutch: “Een
onderhandse akte die erkend is door degenen
tegen wie men zich daarop beroept, of die
wettelijk voor erkend wordt gehouden, heeft
tussen de ondertekenaars van de akte en
tussen hun erfgenamen en rechtverkrijgenden
dezelfde bewijskracht als een authentieke
akte.

Kan, voor de toepassing van dit artikel,
voldoen aan de vereiste van een
handtekening, een geheel van elektronische
gegevens dat aan een bepaalde persoon kan
worden toegerekend en het behoud van de
integriteit van de inhoud van de akte
aantoont.”

In French: “L'acte sous seing privé, reconnu
par celui auquel on 'oppose, ou légalement
tenu pour reconnu, a, entre ceux qui l'ont

B

souscrit et entre leurs héritiers et ayants
cause, la méme foi que l'acte authentique.

Peut satisfaire a l'exigence d'une signature,
pour l'application du présent article, un
ensemble de données électroniques pouvant
étre imputé a une personne déterminée et
établissant le maintien de l'intégrité du
contenu de 'acte.”

Article 1317 of the Civil Code in Dutch: “Een
authentieke akte is een akte die in de
wettelijke vorm is verleden voor openbare
ambtenaren die daartoe bevoegd zijn ter
plaatse waar zij is opgemaakt. Ze mag op elke
informatiedrager geplaatst worden, mits ze
opgemaakt en bewaard wordt onder de door
de Koning, bij een besluit vastgesteld na
overleg in de Ministerraad, bepaalde
voorwaarden.”

In French: “L'acte authentique est celui qui a
été recu par officiers publics ayant le droit
d'instrumenter dans le lieu ot1 I'acte a été
rédigé, et avec les solennités requises.

1l peut étre dressé sur tout support s'il est
établi et conservé dans des conditions fixées
par le Roi, par arrété délibéré en Conseil des
Ministres.”

B. DE GROOTE, “Het bewijs in de
elektronische handel - enkele bedenkingen”,
A.J.T. 2000-01, 893; D. MOUGENOT, “La
preuve” in J. BAUGNIET and A. GENIN,
Répertoire notarial, Larcier, Brussels, IV, 189-
190.

Official Dutch title: Wet van 9 juli 2001
houdende vaststelling van bepaalde regels in
verband met het juridisch kader voor
elektronische handtekeningen en
certificatiediensten.

Official French title: Loi du 9 juillet 2001
fixant certaines regles relatives au cadre
juridique pour les signatures électroniques et
les services de certification.
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Unofficial translations of the Belgian
Law of 20 October 2000 and the Belgian
Law of 9 July 2001 by Johan
Vandendriessche

Note: The versions published in the Belgian State Gazette are the only official versions.

9 July 2001 - Law determining some rules concerning
the legal framework of electronic signatures and
certification services (1)

Albert I, King of Belgians,

To all those who are and will be, Our Salute,
Parliament has adopted and We enact what follows:
CHAPTER I. — General provision

Article 1. This law regulates a matter under article 78 of the Belgian
Constitution.

CHAPTER Il. — Definitions and field of application of this law
Part 1. — Definitions

Art. 2. This law implements Directive 1999/93/EC of the European
Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

For the purposes of this law and the decrees providing for its
enforcement,

1° "electronic signature” means data in electronic form which are
attached to or logically associated with other electronic data and
which serve as a method of authentication.

2° "advanced electronic signature” means data in electronic form
which are attached to or logically associated with other electronic
data and which serve as a method of authentication and which
meets the following requirements:

(a) it is uniquely linked to the signatory;
(b) it is capable of identifying the signatory;

() it is created using means that the signatory can maintain under
his sole control;

(d) it is linked to the data to which it relates in such a manner that
any subsequent change of the data is detectable;

3° “certificate” means an electronic attestation, which links
signature-verification data to a natural or legal person and confirms
the identity of that person;

4° "qualified certificate” means a certificate, which meets the
requirements laid down in Annex | of this law and is provided by a
certification-service-provider who fulfils the requirements laid down
in Annex Il of this law;

5° “holder of a certificate” means a natural or legal person to whom
a certification-service-provider has issued a certificate;

6° “signature-creation data” means unique data, such as codes or
private cryptographic keys, which are used by the signatory to create
an electronic signature;

7° “secure-signature-creation device” means a signature-creation
device, which meets the requirements laid down in Annex Il of this
law;

8° “signature-verification-data” means data, such as codes or public
cryptographic keys, which are used for the purpose of verifying an

advanced electronic signature;

9° “signature-verification device” means configured software or
hardware used to implement the signature-verification-data;

10° “certification-service-provider” means any legal or natural
person who issues certificates or provides other services related to
electronic signatures;

11° “electronic-signature product” means hardware or software, or
relevant components thereof, which may be used by a certification-
service-provider for the provision of electronic-signature services or

may be used for the creation or verification of electronic signatures;

12° “Public Service” means the public service of the Ministry of
Economic Affairs, charged with tasks related to the accreditation and
supervision of certification-service-providers that are established in
Belgium and authorized to issue qualified certificates;

13° "entity” means the institution that has proved its competence
by the certificate delivered to it by the Belgian Accreditation System
in correspondence with the Law of 20 July 1990 concerning the
accreditation of certification and inspection institutions as well as test
laboratories or by equivalent institutions established within the
European Economic Area.

Part 2. — Field of application

Art. 3. This law provides rules concerning the legal framework of
electronic signatures and provides the legal status applicable to the
activities of certification-service-providers as well as the obligations of
these certification-service-providers, without prejudice to the legal
rules concerning the representation of legal persons. This law also
introduces a voluntary accreditation system.

CHAPTER Ill. — General principles

Art. 4. § 1. Except if otherwise provided by law, no person can be
forced to conclude legal acts by electronic means.

§2. The activities of a certification-service-provider are not subject to
a prior authorization. Certification-service-providers delivering
qualified certificates shall however, either within the month following
the publication of this law or prior to the commencement of their
activities inform the Public Service of:

- the name of the certification-service-provider;

- the geographical address at which the certification-service-
provider is established;

- the contact details where the certification-service-provider can
be easily reached, including the electronic mail address;

- if applicable, the profession, references and identification
numbers (trade register, VAT) of the certification-service-provider;

- evidence that the certification-service-provider has taken an
insurance to cover the liabilities under article 14;

The Public Service will provide a receipt within five working days
following the communication.

§3. The King may impose, by Decree decided upon after deliberation
in the Council of Ministers, additional requirements for the use of
electronic signatures in the public sector. Such requirements shall be
objective, transparent, proportional and nondiscriminating and shall
relate only to the specific characteristics of the application
concerned. Such requirements may not constitute an obstacle to
cross-border services for citizens.

8§4. Without prejudice to article 1323 and following of the Civil
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Code, an advanced electronic signature, realised by means of a

qualified certificate and made by a secure-signature-creation device
shall be assimilated with a written signature, irrespective of the fact
of the signature being made by a natural person or a legal person.

§5. The legal effectiveness of an electronic signature and its
admissibility as evidence in legal proceeding shall not be denied
solely on the grounds that it is:

- in electronic form; or
- not based upon a qualified certificate; or

- not based upon a certificate issued by an accredited
certification-service-provider;

or
- not created by a secure-signature-creation device.

Art. 5. § 1. Without prejudice to the law of 8 December 1992 on
the protection of individuals with regard to the processing of
personal data, a certification-service-provider issuing certificates
destined for public use may only collect personal data directly with
the person concerned or only collect personal data with explicit
consent, provided this is necessary for the issuance and storing of
the certificate. The data may not be collected or processed for other
purposes without explicit consent of the person concerned.

§2. If the holder of the certificate uses a pseudonym and if the
investigation requires it, the certification-service-provider shall provide
all information concerning the identity of the holder of the certificate
in the situations and under the conditions provided in article 90ter
and 90decies of the Code of Criminal Procedure.

CHAPTER IV. — Electronic-signature products

Art. 6. If an electronic-signature product corresponds with the
standards, of which the reference numbers are published in the
Official Journal of the European Union in accordance with the
procedure provided by Directive 1999/93/EC of the European
Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures, this product shall
be considered as complying with the requirements of annex Il, littera
f), and annex Il of this law.

Art. 7. § 1. The requirements concerning secure-signature-creation
device are listed in Annex IIl of this law.

§ 2. The competent organisms, appointed by the Public Service, shall
confirm the conformity of the secure-signature-creation devices with
the requirements listed in Annex 3 of this law. The list of appointed
organisms shall be transmitted to the European Commission.

§ 3. The King shall determine the requirements, which the
abovementioned organisms must meet.

§ 4. The conformity determined by another organism, appointed by
another Member State of the European Economic Area, shall be
recognised in Belgium.

CHAPTER V. — Certification-service-providers issuing qualified certificates
Part 1. — Qualified certificates
Sub 1. — Tasks

Art. 8. § 1. The certification-service-provider shall investigate the
complementarities of the data for the creation and the verification of
the certificate prior to the issuance thereof.

§ 2. The certification-service-provider shall issue one or more

certificates to any person requesting so, after he has verified the
identity and, if applicable, the special attributes of that person.

§ 3. Concerning legal persons, the certification-service-provider shall
keep a register with the identity and special attributes of the natural
person that can represent the legal person and who use the
signatures related to the certificate. The register shall be kept in such
a manner that the identity of the natural person can be determined
with each use of the signature.

Art. 9. The certification-service-provider shall provide a copy of the
certificate to the candidate-holder of the certificate.

Art. 10. The certification-service-provider shall keep a register
containing all certificates that he issues and their expiry dates.

Sub 2. — Requirements concerning qualified certificates

Art. 11. § 1. The qualified certificates must meet the requirements
listed in Annex | of this law.

§ 2. The certification-service-providers issuing qualified certificates
must meet the requirements listed in Annex Il of this law.

Sub 3. — Revocation of qualified certificates

Art. 12. § 2. The certification-service-provider will revoke the
certificate immediately upon the request of an identified holder of a
certificate.

§ 2. The certification-service-provider shall also revoke the certificate
if:

1° serious indications exist to presume that the certificate was issued
on the basis of wrong or falsified information, that the information
contained in the certificate does no longer correspond to the reality
or that the confidentiality of the information used to create the
signature has been impaired,;

2° the Courts ordered a measure set forth under article 20 § 4, b);

3° the certification-service-provider ceases its activities without them
being taken over by another certification-service-provider offering
equal quality and safety guarantees;

4° the certification-service-provider has been informed about the
death of a natural person or the dissolution of the legal person that
is holder of the certificate; Except if the holder of the certificate is
deceased, the certification-service-provider shall inform the holder of
the certificate about the revocation of the certificate and shall
motivate this decision. The certification-service-provider shall inform
the holder of the certificate one month prior to the revocation.

§ 3. The revocation of a certificate is permanent.

Art. 13. § 1. The certification-service-provider shall take the
necessary measures to be able to respond immediately and at any
moment to a request to revoke a certificate.

§ 2. The certification-service-provider shall mention the revocation of
a certificate in the electronic register mentioned in article 10
immediately after the decision thereof.

Sub 4. — The liability of certification-service-providers issuing qualified
certificates

Art. 14. § 1. By issuing a certificate as a qualified certificate to the
public or by guaranteeing such a certificate to the public a
certification-service-provider is liable for damage caused to any entity
or legal or natural person who reasonably relies on that certificate:

a) as regards the accuracy at the time of issuance of all information
contained in the qualified certificate and as regards the fact that

DIGITAL EVIDENCE AND ELECTRONIC SIGNATURE LAW REVIEW
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the certificate contains all the details prescribed for a qualified
certificate;

b) for assurance that at the time of the issuance of the certificate,
the signatory identified in the qualified certificate held the
signature-creation data corresponding to the signature-
verification data given or identified in the certificate;

¢) for assurance that the signature-creation data and the signature-
verification data can be used in a complementary manner in
cases where the certification-service-provider generates them
both; unless the certification-service-provider proves that he has
not acted negligently.

§ 2. A certification-service-provider who has issued a certificate as a
qualified certificate to the public is liable for damage caused to any
entity or legal or natural person who reasonably relies on the
certificate for failure to register revocation of the certificate unless
the certification-service-provider proves that he has not acted
negligently.

§ 3. A certification-service-provider may indicate in a qualified
certificate limitations on the use of that certificate, provided that the
limitations are recognisable to third parties. The certification-service-
provider shall not be liable for damage arising from use of a qualified
certificate, which exceeds the limitations placed on it.

§ 4. A certification-service-provider may indicate in the qualified
certificate a limit on the value of transactions for which the
certificate can be used, provided that the limit is recognisable to third
parties. The certification-service-provider shall not be liable for
damage resulting from this maximum limit being exceeded.

Sub 5. — Ceasing of the activities of certification-service-providers
issuing qualified certificates

Art. 15. § 1. The certification-service-provider issuing qualified
certificates shall notify the Public Service within a reasonable period
of his intention to cease his activities as a qualified certification-
service-provider, as well as of any decision, which may result in the
ceasing of his activities. In that case, the certification-service-provider
must ascertain whether or not its activities can be taken over by
another certification-service-provider offering the same level of
quality and security. If this is not possible, the certification-service-
provider shall revoke the certification two months after the
notification thereof to the holders of the certificate. In that case, the
certification-service-provider shall take the necessary measures to
comply with the obligations of Annex I, i).

§ 2. The certification-service-provider will immediately inform the
Public Service when it ceases its activities for reasons independent of
its will or bankruptcy. The certification-service provider shall take care
to revoke the certificates and will take the necessary measures to
meet the obligation under Annex I, i) of this law.

Sub 6. — Certificates issued as qualified certificates by foreign
certification-service- providers

Art. 16. § 1. A qualified certificate, destined for public use, issued by
a certification-service-provider established in a Member State of the
European Economic Area shall be equivalent to the qualified
certificates issued by a certification-service-provider established in
Belgium.

§ 2. The qualified certificates, destined for public use, issued by a
certification-service-provider established in a third country, shall be
equivalent from a legal point of view to the qualified certificates
issued by a certification-service-provider established in Belgium if:

a) the certification-service-providers meets the requirements of the
national regulations implementing Directive 1999/93/EC of the
European Parliament an of the Council of 13 December 1999
on a Community framework for electronic signatures and if it
has been accredited on the basis of the voluntary accreditation
system of a Member State of the European Economic Area; or

b) a certification-service-provider established in the European
Community, meeting all requirements of the national regulations
implementing Directive 1999/93/EC of the European Parliament
an of the Council of 13 December 1999 on a Community
framework for electronic signatures, guarantees the certificate;
or

0 the certification-service-provider is recognised within the
framework of bilateral or multilateral agreements between the
European Community and third countries or international
organisations.

Part 2. — Accredited certification-service-providers

Art. 17. § 1. Certification-service-providers that meet all
requirements under Annex I, issue qualified certificates according to
the requirements of Annex | and use secure-signature-creation
devices according to the requirements of Annex lll, may request the
Public Service for an accreditation. The accreditation foreseen by this
law is the result of an evaluation, by the entity determined in article
2, 13°, of the conformity with the requirements under Annex |, I
and Ill and, if applicable, with those requirements connected to other
services and products delivered by certification-service-providers.

§ 2. The King shall determine the conditions referred to under § 1
and shall determine:

1° the procedure to award, suspend and retract the accreditation;
2° the charge owed to the “Fund for accreditation” for the issuance,
management and control of the accreditation;

3° the period during which the demands can be investigated;

4° the rules for the control of certification-service-providers;

§ 3. The choice to use an accredited certification-service-provider
shall be free.

Art. 18. The Public Service shall:

1° award the accreditations and retract them. This task is subject to
procedures and shall be executed by persons and services differing
from those specified under article.

20, 82;

2° coordinate the coherent and transparent application of the
accreditation principles and procedures applicable under this law;

3° supervise the audit procedures of the entities specified under
article 2, 13°), as well as the activities of these entities in the frame
of the accreditation procedures;

4° transmit the following to the European Commission and to the
countries of the European Economic Area:

a) the information concerning the voluntary accreditation systems
elaborated under this law;

b) the name and the address of all certification-service-providers
accredited under this law;

5° perform the notifications specified under article 11 of the
Directive 1999/93/EC of the European Parliament and of the Council
of 13 December 1999 on a Community Framework for electronic
signatures.
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CHAPTER VI. - Holders of a certificate

Art. 19. § 1. As soon as the signature-creation data has been
created, the holder of the certificate shall be solely responsible for
the confidentiality of these data.

§ 2. If doubts exist concerning the confidentiality of the signature-
creation data or if the data contained in the certificate do not any
longer correspond to the reality, the holder of a certificate must have
it revoked.

§ 3. If a certificate expires or if it is revoked, the holder of a
certificate may no longer use the corresponding data to create a
signature beyond the expiry date or the date of the revocation of the
certificate for the purposes of signing this data or to let this data be
certified by another certification-service-provider.

CHAPTER VII. - Supervision and sanctions

Art. 20. § 1. The King shall determine, by Royal Decree decided
upon after deliberation in the Council of Ministers, the rules
concerning the supervision of certification-service-providers, as well
as the means of redress that can be applied by the Public Service.

§ 2. The Public Service shall be charged with the supervision of the
certification-service-providers issuing qualified certificates to the
public. Under the conditions determined by the King, the Public
Service shall be competent to demand the certification-service-
providers all information necessary to determine whether or not they
respect this law.

§ 3. If the Public Service establishes that a certification-service-
provider issuing qualified certificates does not respect this law, it shall
inform the certification-service-provider thereof and shall determine a
reasonable period during which the certification-service-provider
must take all measures necessary to comply with this law.

§ 4. If the certification-service-provider did not take the necessary
measures within this period of time, the Public Service shall institute
proceedings before Court in order to:

a) prohibit the certification-service-provider from issuing qualified
certificates

and

b) to order the certification-service-provider to inform the holders
of the qualified certificates issued by this certification-service-
provider, that these certificates do no longer comply with the
conditions of this law.

5° If the certification-service-provider accredited under article 17 of
this law did not regularise the situation within the abovementioned
period of time, the Public Service shall revoke its accreditation. The
certification-service-provider shall, without any delay, mention the
revocation of the accreditation in its electronic register and inform
the holders of the certificate thereof without any delay.

Art. 21. § 1. Whomever falsely assumes the quality of accredited
certification-service-provider shall be punishable with an
imprisonment of 8 days up until 3 months and with an fine of
[5000] up to [50000] [Euros], or with one of these punishments
alone.

§ 2. Upon conviction on the ground of the offence mentioned under
paragraph 1, the competent court may order the full or partial
publication of the judgment in one or more journals, under the
conditions it sets forth and on the costs of the convicted party.

Promulgate this law, order that it be dressed with the country's seal

and published in

the Belgian State Gazette.
Brussels, 9 July 2001

ALBERT

On behalf of the King:

The Minister of Economic Affairs
Ch. PICQUE

The Minister of Justice

M. VERWILGHEN

The Minister of Telecommunication, and State Companies and
Participations

R. DAEMS

Dressed with the country's seal:
The Minister of Justice

M. VERWILGHEN
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agriculture n° 322/4 — Text adopted in Plenary Session and
transmitted to the Senate n° 322/6 — Report n° 322/7 — Text adopted

in Plenary Session and transmitted to the King to be enacted n°®
322/8.

Acts of the Chamber of Representatives. — Full report: 15 February
2001 — Adoption: 14 June 2001.

Senate:

Ordinary Session 2000-2001.

Documents of the Senate. — Draft law transmitted by the Chamber
of Representatives n°® 2-662/1 — Amendments® 2-662/2 and 3 —
Report n°® 2-664/4 — Text amended by the Commission n°® 2-664/5 —
Amendments n° 2-664/6 — Text adopted in Plenary Session and
transmitted to the Chamber of Representatives n° 2-664/7.

Acts of the Senate. — 17 May 2001
Formalities prescribed by Directive 98/34/EC

The formalities prescribed by Directive 98/34/EC of the European
Parliament and of the Council of 22 June 1998 laying down a
procedure for the provision of information in the field of technical
standards and regulations have been fulfilled (notification
2000/0050/B).

ANNEX |

Requirements for qualified certificates

Qualified certificates must contain:

a) an indication that the certificate is issued as a qualified certificate;

b) the identification of the certification-service-provider and the
country in which it is established;
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¢) the name of the signatory or a pseudonym, which shall be
identified as such;

d) provision for a specific attribute of the signatory to be included if
relevant, depending on the purpose for which the certificate is
intended;

e) signature-verification data which correspond to signature-creation
data under the control of the signatory;

f) an indication of the beginning and end of the period of validity of
the

certificate;
g) the identity code of the certificate;

h) the advanced electronic signature of the certification-service-
provider issuing it;

i) limitations on the scope of use of the certificate, if applicable; and

J) limits on the value of transactions for which the certificate can be
used, if applicable.

ANNEX Il

Requirements for certification-service-providers issuing qualified
certificates

Certification-service-providers must:

a) demonstrate the reliability necessary for providing certification
services;

b) ensure the operation of a prompt and secure directory and a
secure and immediate revocation service;

¢) ensure that the date and time when a certificate is issued or
revoked can be determined precisely;

d) verify, by appropriate means in accordance with national law, the
identity and, if applicable, any specific attributes of the person to
which a qualified certificate is issued;

e) employ personnel who possess the expert knowledge, experience,
and qualifications necessary for the services provided, in particular
competence at managerial level, expertise in electronic signature
technology and familiarity with proper security procedures; they
must also apply administrative and management procedures which
are adequate and correspond to recognized standards;

f) use trustworthy systems and products which are protected against
modification and ensure the technical and cryptographic security of
the process supported by them;

g) take measures against forgery of certificates, and, in cases where
the certification-service-provider generates signature-creation data,
guarantee confidentiality during the process of generating such data;

h) maintain sufficient financial resources to operate in conformity
with the requirements laid down in this law, in particular to bear the
risk of liability for damages, for example, by obtaining appropriate
insurance;

i) record all relevant information concerning a qualified certificate for
a useful period of 30 years, in particular for the purpose of providing
evidence of certification for the purposes of legal proceedings. Such
recording may be done electronically;

J) not store or copy signature-creation data of the person to whom
the certification-service-provider provided key management services;

k) before entering into a contractual relationship with a person

seeking a certificate to support his electronic signature inform that
person by a durable means of communication of the precise terms
and conditions regarding the use of the certificate, including any
limitations on its use, the existence of a voluntary accreditation
scheme and procedures for complaints and dispute settlement. Such
information, which may be transmitted electronically, must be in
writing and in readily understandable language. Relevant parts of
this information must also be made available on request to third-
parties relying on the certificate;

/) use trustworthy systems to store certificates in a verifiable form so
that:

- only authorized persons can make entries and changes,
- information can be checked for authenticity,

- certificates are publicly available for retrieval in only those cases
for which the certificate-holder's consent has been obtained,
and

- any technical changes compromising these security requirements
are apparent to the operator.
ANNEX Il
Requirements for secure signature-creation devices

1. Secure signature-creation devices must, by appropriate technical
and procedural means, ensure at the least that:

a) the signature-creation-data used for signature generation can
practically occur only once, and that their secrecy is reasonably
assured;

b) the signature-creation-data used for signature generation cannot,
with reasonable assurance, be derived and the signature is protected
against forgery using currently available technology;

¢) the signature-creation-data used for signature generation can be
reliably protected by the legitimate signatory against the use of
others.

2. Secure signature-creation devices must not alter the data to be
signed or prevent such data from being presented to the signatory
prior to the signature process.

ANNEX IV
Recommendations for secure signature verification

During the signature-verification process it should be ensured with
reasonable certainty that:

a) the data used for verifying the signature correspond to the data
displayed to the verifier;

b) the signature is reliably verified and the result of that verification is
correctly displayed;

¢) the verifier can, as necessary, reliably establish the contents of the
signed data;

d) the authenticity and validity of the certificate required at the time
of signature verification are reliably verified;

e) the result of verification and the signatory's identity are correctly
displayed;
f) the use of a pseudonym is clearly indicated; and

g) any security-relevant changes can be detected.
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20 October 2000 - Law introducing the use of
telecommunications means and of electronic signatures
in court and out-of-court proceedings (1)

ALBERT Il - King of Belgians,

To all that are and who shall be, Our salute.
Parliament has adopted and We enact what follows:
CHAPTER I. - General provision

Article 1. This law regulates a matter under article 78 of the Belgian
Constitution.

CHAPTER |I. - Modifications to the Civil Code

Art. 2. The following paragraph shall be added to article 1322 of
the Civil Code:

“For the purposes of this article, a set of electronic data attributable
to a specific person and capable of indicating the integrity of the
contents of a deed, can meet the requirements of a signature.”

Art. 3. In Book Ill of the same Code, under title XX entitled
“Notification”, article 2281, abrogated by law of 15 December 1949
shall be reintroduced with the following text:

“ Art. 2281. If a notification has to be served in writing to allow the
sender to invoke it, a notification by telegram, telex, fax or electronic
mail or any other means of telecommunications resulting in written
receipt on the side of the recipient shall be considered to be a
written notification. This shall also apply if the notification does not
result in a written receipt on the side of the recipient solely because
this person uses a differing method of reception.

The notification shall commence at the moment of reception thereof
in the forms mentioned in the first paragraph.

If the notification is not signed as mentioned under article 1322, the
addressee can demand without unnecessary delay the sender to
send a signed and original document. The addressee may not invoke
the lack of a signature if he fails to formulate this demand without
unnecessary delay or if the sender complies with this demand
without unnecessary delay.”

CHAPTER Il - Modifications to the Code of Civil Procedure

Art. 4. The following modifications are made to article 32 of the
Code of Civil Procedure:

1° under point 2° the words “, by fax or by electronic mail” shall be
inserted between the words

"post” and “or”;
2° the following paragraphs shall be added to the article:

A communication, notification or filing that must be performed by
letter can also be validly performed by fax or by electronic mail,
provided the recipient communicates a fax number or electronic mail
address or regularly uses such a number or address.

A communication, notification or filing that must be done by
registered letter can also be validly performed by fax or by electronic
mail, provided a proof of receipt from the recipient is obtained.”

Art. 5. The following modifications are made to article 52:

1° in the second paragraph, the words “a deed may however” shall
be replaced by the words “Unless an act can be validly performed by
fax or by electronic mail, it can”;

2° the article shall be completed with the following paragraph:

“The date of the act performed by fax or by electronic mail shall be

determined by the moment of its arrival, whether or not the Court
Registrar's Services are opened to the public”.

Art. 6. Article 863 of the same Code, abrogated by the law of 3
August 1992 shall be reintroduced as follows:

“Art. 863. In all cases where a signature is condition of the validity
of an act of procedure, its nullity shall only be proclaimed if the
signature is not regularized during the court session or during the
period determined by the judge.

The condition of the signature does not prevent an act to be validly
performed by fax or by electronic mail, but a judge may order the
author of an act to sign the act upon the request of a party showing
an interest therein.

CHAPTER V. — Entry into force

Art. 7. The King shall determine the date whereupon the articles 4
until 6 shall come into force.

Promulgate this law, order that it shall be dressed with the Country's
seal and that it shall be published in the Belgian State Gazette.

Brussels, 20 October 2000.
ALBERT

On behalf of the King

The Minister of Justice

M. VERWILGHEN

Dressed with the Country's seal
The Minister of Justice

M. VERWILGHEN
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