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the Payment Services Regulations 2009 in
force

10 (2013) 169 - 174

Shojibur Rahman v Barclays Bank PLC (on
appeal from the judgment of Her Honour
District Judge Millard dated 24 October 2012),
commentary by Mason, Stephen and Bohm,
Nicholas

Bank card; PIN; electronic signature;
verification of customer; negligence of the
bank; negligence of the customer; fraud;
burden of proof

10 (2013) 175 — 187

Rulings
England & Wales

R v Cahill; R v Pugh 14 October 2014, Crown
Court at Cardiff, T20141094 and T20141061
before HHJ Crowther QC

England & Wales; digital evidence; glucose
testing; handheld device; Electronic Patient
Record; efficacy of evidence

14 (2017) 67 - 71

United States of America, Central District of California

Case Protective Order

In re: Toyota Motor Corp. Unintended
Acceleration Marketing, Sales Practices and
Products Liability Litigation, Case Number:
8:10ML2151 JVS (FMOx)

Protective Order: Redacted stipulated
protective order governing the exchange and
handling of source code and source code
related material

15 (2018) 98 — 119
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Translations

Austria

OGH judgment of 29.06.2000, 2 Ob 133/99v —
Liability for misuse of ATM cards, commentary
by Dr Clemens Thiele

Liability; bank cards; ATM; misuse; electronic
signature (PIN)

6 (2009) 223 - 231

Belgium

AR n° 2002/71, Ghent Labour Court of Appeal
(Bruges department, 7th chamber), 23
September 2003, Patrick Van Eecke and
Elisabeth Verbrugge

Evidence of agreement; e-mail
correspondence between the parties

5(2008) 98

CSWARE bvba v Pepijn Descamps,
2007/AR/462, Ghent Court of Appeal,
Chamber 7bis, 10 March 2008, commentary
by Patrick Van Eecke and Elisabeth Verbrugge

Claim the e-mails are not authentic; evidence

of authenticity; e-mails sent without qualified
electronic signatures; assessment of evidence;
burden of proof

5 (2008) 99 — 102

Corr. Dendermonde 2 maart 2009, onuitg.
(Rechtbank van Eerste Aanleg te
Dendermonde (The Court of First Instance in
Dendermonde)), by Johan Vandendriessche

Investigation of credit card fraud; provider of
e-mail services in the United States of
America; users of the service in Belgium;
jurisdiction; virtual presence in a jurisdiction;
Mutual Legal Assistance in Criminal Matters;
whether provider of service is required to
provide identification and registration data of
the person who registered e-mail accounts,
including the IP address, date and time of the
registration; the e-mail address associated
with the profile; any other relevant personal
information that could lead to identification of
the user; electronic communications network;

provider of an electronic communications
service

8(2011) 196 - 207

Gent 30 juni 2010, onuitg. (Hof van Beroep
(The Court of Appeal in Ghent, third chamber,
sitting in criminal matters)), by Johan
Vandendriessche

Web based e-mail; meaning of ‘operator of an
electronic communication service’ and
‘provider of an electronic communications
service’; ability of a Belgian Public Prosecutor
to obtain e-mails from another jurisdiction
outside the scope of Mutual Legal Assistance
in Criminal Matters

8 (2011) 208 — 215

Cass. 18 januari 2011, nr. P.10.1347.N (Hof
van Cassatie (Court of Cassation of Belgium)),
by Johan Vandendriessche

Web based e-mail; whether meaning of
‘operator of an electronic communication
service’ and ‘provider of an electronic
communications service’ is relevant; ability of
a Belgian Public Prosecutor to obtain e-mails
from another jurisdiction outside the scope of
Mutual Legal Assistance in Criminal Matters

8(2011) 216 —218

Brussel 12 oktober 2011, onuitg, Hof van
Beroep te Brussel (The Court of Appeal in
Brussels, thirteenth chamber, sitting in
criminal matters), by Johan Vandendriessche

Web based e-mail; the judicial authority of a
Belgian Public Prosecutor; restricted to within
the territory of Belgium; article 46bis, §2 of
the Code of Criminal Procedure

9 (2012) 102 - 105

P.11.1906.N/1, commentary by Johan
Vandendriessche

Web based e-mail; the judicial authority of a
Belgian Public Prosecutor; whether restricted
to within the territory of Belgium; article
46bis, §2 of the Code of Criminal Procedure

10 (2013) 155 — 157
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China

Antwerpen 20 november 2013,
2012/C0O/1054 Yahoo! Inc., translated by
Johan Vandendriessche

Web based e-mail; the judicial authority of a
Belgian Public Prosecutor; whether restricted
to within the territory of Belgium; article
46bis, §2 of the Code of Criminal Procedure

11 (2014) 137 - 143

P.13.2082.N, Yahoo! Inc., translated by Johan
Vandendriessche

Belgium; Yahoo!; web based e-mail; the
judicial authority of a Belgian Public
Prosecutor; restricted to within the territory of
Belgium; article 46bis, §2 of the Code of
Criminal Procedure; Charter of the United
Nations; United States of America; mutual
assistance in criminal matters

13 (2016) 156 — 158

Yang Chunning v Han Ying (2005) hai min chu
zi NO.4670, Beijing Hai Dian District People’s
Court, commentary by Jihong Chen

Proof of loan of money by exchange of text
messages between mobile telephones; nature
of the evidence; name of each party in text
message a form of electronic signature

5 (2008) 103 — 105

Xinchuan Online (Beijing) Information
Technology Co. Ltd. v Zigong Branch of China
Network Communication Group (2008) Min
Shen Zi No. 926, translation and commentary
by Dr Jiong He

Intellectual property infringement; electronic
evidence; probative force of notarial
certificates; reliability of method of collecting
electronic evidence

10 (2013) 158 — 161

Denmark

U.2001.252@, @stre Landsret (Eastern Division
of the Danish High Court)

Request for dissolution; Bankruptcy Court;
signature; sufficiency of electronic signature
with name typed on document

6 (2009) 232 — 233
U.2001.1980/1H, Hgjesteret (Supreme Court)

Request for dissolution; Bankruptcy Court;
requirement  for manuscript  signature;
sufficiency of electronic signature with name
typed on document

6 (2009) 234

Poul Erik Gravgaard Larsen v IFPI Danmark,
Case 27/2009, Hgjesterets Dom (Supreme
Court), Per Overbeck is thanked for his help
with this translation

lllegal file sharing of music over the internet;
assessment of digital evidence

8(2011) 219 - 230

U 2012.2614 H, commentary by Professor Lars
Bo Langsted

Social media; publicly available information;
police obtaining information of social media;
interception of communications; jurisdiction;
Denmark

10 (2013) 162 — 165

U.2011.2396V, translated by Helena Lybaek
Gudmundsdottir

Stolen motor vehicle; SIM card inside the
vehicle; powers of the police to require the
telephone company to provide an accurate
bearing on the location of the SIM card;
Denmark

10 (2013) 166 — 168

U.2011.2396V, 11 May 2011, translated by
Helena Lybaek Gudmundsdottir

Stolen motor vehicle; SIM card inside the
vehicle; powers of the police to require the
telephone company to provide an accurate
bearing on the location of the SIM card

11 (2014) 144 — 146

U.2014.52 V, 6 September 2013, with a
commentary by Professor Lars Bo Langsted

Denmark; digital signature; enforcement
11 (2014) 147 - 148
U.2014.712@, 13 November 2013
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Dubai

Estonia

France

Denmark; digital signature; enforcement

11 (2014) 149 - 150

Case number 2009/37784, Bur Dubai

Digital evidence; alleged defamatory
comments published on the internet; police
investigation; alteration of evidence

9 (2012) 106 - 107

3-15-2557, Tallinna Ringkonnakohus (Tallinn
Circuit Court), 12 January 2017, translation by
Andres Kivi

Estonia; admissibility of digital evidence;
trustworthiness of digital evidence; tax
procedure

14 (2017) 72 - 78

1-11-12390/28, Tallinna Ringkonnakohus
(Tallinn Circuit Court), translated and with a
commentary by Stella Raudsepp

Estonia; admissibility of digital evidence;
trustworthiness of digital evidence

15 (2018) 75 - 91

95-14251 Société Descamps, Banque Scalbert
Dupont, Commercial Chamber of the Cour de
cassation (Cour de cassation chambre
commerciale), Tuesday 2 December 1997, by
Alistair McDonagh

Deed of acceptance of the assignment of a
trade debt by facsimile transmission; whether
constitutes a written document

5 (2008) 106 — 107

Appeal No. 07-17622 Court of Cassation —
second civil chamber of 4 December 2008, by
Philippe Bazin

Original document; copy of original; digital
copy; evidence of logo on scanned letter
regarding proof of receipt

6 (2009) 246

Appeal reference n°: 07-12545 (Not published
in the Judgments Bulletin), Court of Cassation,

1st Civil Chamber of 25 June 2008, by Philippe
Bazin

Digital evidence; bank transfers written in
identical terms; commencement of proof in
writing

6 (2009) 247

In re Advocate Christopher X, Cour de
cassation chambre criminelle du 12 décembre
2007 n°07-83228

Hague Convention of 18 March 1970 on the
Taking of Evidence Abroad in Civil or
Commercial Matter; liability of French lawyer
for taking evidence without authority of the
Hague Convention; articles 1134 of the Civil
Code, 111-4 of the Penal Code, 1 bis of law No.
68-678 of 26 July 1968 amended by law No.
80-538 of 16 July 1980 (articles 1134 du code
civil, 111-4 du code pénal, 1 bis de la loi n° 68-
678 du 26 juillet 1968 modifiée par la loi n° 80-
538 du 16 juillet 1980)

7 (2010) 130 - 133

Union des Etudiants Juifs de France and
Jaccuse! ... action internationale pour la
justice v Twitter, Inc. (with voluntary
interventions by Le Mouvement Contre Le
Racisme et pour L’Amitié Entre Les Peuples,
Association SOS Racisme-Touche pas a mon
pote and La Ligue Internationale Contre Le
Racisme et L'Antisémitisme), with a
commentary by Francois Delerue

Host; ID; Twitter; responsibility; illegal
content; author; Data Protection Law;
communication; data; injunction; Article 145
of the CPC; French law; enforcement;
jurisdiction

10 (2013) 188 — 197

Extract of the minutes of the Registry
1042/2011; RG No 11-11-00080 (not
published), 12 December 2011

France; revolving credit; extensions of credit;
failure to pay; digital evidence; electronic
signature; civil procedure and time limit of
application

11 (2014) 165 — 167
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Arrét No 442/12 of 14 February 2013 (not
published)

France; revolving credit; extensions of credit;
failure to pay; digital evidence; electronic
signature; civil procedure and time limit of
application

11 (2014) 168 - 170

n°® 13DA00046 (not published at Recueil
Lebon), 30 May 2013

France; penalty points driver’s license;
approved digital device; procedure; digital
evidence; electronic signature; biodynamic
version of a manuscript signature; proof

11 (2014) 171 - 173

Groupe Philippe Bosc/MMT, translated by
Laura Ramkhalawan

12 (2015) 56 —58

France; brand; web site; finding; search
engine; parasitism; brands; source code; meta
tag; proof; nullity

Arrét n°211 du 26 février 2013 (12-14.771),
translated by Laura Ramkhalawan

12 (2015) 59 — 60

France; tax authority; search and seizure;
application of article L. 85 of the Book of Tax
Procedures

Arrét du 27 février 2013, translated by Laura
Ramkhalawan

12 (2015) 61 - 66

France; copyright; probative value of official
report; Afnor NFZ67-147 standard; software;
internet; validity; co-author

26 June 2014 — no. 13/19600, translated by
Laura Ramkhalawan

12 (2015) 67 — 70

France; special power of attorney issued
online; electronic signature; reliability criteria
regarding identification of the author of an
electronic document; décret du 30 mars 2001;
articles 1316-1 et 1316-2 du Code civil;
application of terms

Jugement du 19 décembre 2014, translated by
Laura Ramkhalawan

France; procedure; electronic signature;
validity; litigation; writ of summons;
telephony; subscription

12 (2015) 71-75

15-10732 Cour de cassation, chambre civile 1,
6 April 2016, translated by Laura
Ramkhalawan

France; electronic signature; validation of
signature; formation of contract

13 (2016) 159 — 161

Décision n° 2018-696 QPC du 30 mars 2018,
Le Conseil constitutionnel (Constitutional
Court) translated by Pauline Martin

France; encrypted data; refusal to reveal key
to authorities; criminal offence; constitutional
position

15 (2018) 92 — 94

Germany

Ur19 U 16/02, OLG Koln, 6 September 2002,
by Henriette Picot and Marlene Kast

E-mail; internet auction; proof the bidder is
the same person as the owner of the e-mail
account; burden of proof to prove fraudulent
use; assessment of evidence to include
security of the internet

5 (2008) 108 — 109

12 U 34/07, Court of Appeal Berlin
(Kammergericht Berlin), 30 August 2007,
commentary by ERer, Dr Martin

Whether print-outs from a private database
constitutes an electronic document;
requirement for qualified electronic signature;
probative value of documentary evidence

5(2008) 110 - 111

5 October 2004, XI ZR 210/03, published BGHZ
160, 308-321 Bundesgerichtshof (Federal
Court of Justice), commentary by Dr Martin
ERer, further commentary by Dr Thomas
Kritter

Digital Evidence and Electronic Signature Law Review, 15 (2018) | 261



INDEX AND TABLES 2004-2018

Greece

Electronic signature (PIN); ATM; card holder;
theft of card; subsequently used by thief;
liability

6 (2009) 248 — 254

XI ZR 91/14, Bundesgerichtshof (Federal
Supreme Court of Germany), translated by
Florian Bith

Germany; evidentiary principles regarding
disputed payment orders in online banking

15 (2018) 95 -97

Court Decision No. 5526/1999, by Fylla,
Anastasia

Bank debit card stolen from customer; funds
withdrawn from account without
authorization using PIN; liability

4 (2007) 89 - 90

Case No. 1327/2001 — Payment Order, by
Michael G. Rachavelias

Enforcement of payment order for debt;
meaning of electronic document; evidential
weight; exchange of e-mail correspondence; e-
mail address as a form of electronic signature

3 (2006) 104 — 107

Case No 803/2004, Council of State for
Suspensions, 15 September 2004, by Fylla,
Anastasia; commentary by Michael G.
Rachavelias

Administrative procedure; sending a
document by computer from an electronic
address with an e-mail; status of document

5(2008) 112 - 116

Court Decision No. 9460/1999 (9460/1999 ED
AO), by Michael G. Rachavelias

Banking; sending a card and electronic
signature (Personal Identification Number
(PIN)) through the national post; loss of items;
liability for subsequent unauthorised
withdrawals

7 (2010) 134-136

Payment Order 8444/2011, Court of First
Instance of Athens, by Michael G. Rachavelias

Electronic documents; meaning and
distinctions of electronic documents;
evidential weight of an attested copy of an e-
mail; whether it meets the requirements of
article 623 of the Code of Civil Procedure for
the issuance of a payment order

8(2011) 231-234

Payment Order 1932/2011, translation and
commentary by Michael G. Rachavelias

Definition and legal nature of electronic
documents; evidential weight of an e-mail
message; function of an e-mail address as an
electronic signature; evidential weight of the
printed copy of an e-mail; authenticity issues
regarding electronic documents

10 (2013) 198 — 200
46/2014, translated by Michael G. Rachavelias
12 (2015) 76 — 80

Greece; private documents; definition of
electronic document; e-mail address; articles
443 — 444 Greek Civil Procedure Code; control
of property; prerequisites; trespass

Hungary

Italy

Japan

BH (Court Decisions) 2006/324, A Magyar
Koztarsasag Legfels6bb Birdsaganak (Supreme
Court), by Szecskay Ugyvédi Iroda

Electronic documents; identifiable signature;
unsigned e-mail; legal effect; requirement for
an advanced electronic signature

8 (2011) 235237

Judgement No. 11445 of 6 September 2001
(Cassazione civile, sez. lav., 6 settembre 2001,
n. 11445), Supreme Court of Cassation — Work
Section

Admissibility of digital documents; probative
value of electronic or computer systems

7 (2010) 137 - 140

Heisei 22 Nen (Wa) 5356 Gou

Prosecutor; alteration of digital evidence;
criminal offence
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Latvia

9(2012) 114 - 116
Showa 33 (Wa) No.681, 10 November 1962

Formation of contract; expressions of intent by
letter and telex; cancellation of contract;
liability

9(2012) 109 -113

Case No. A42738909, Administrativa rajona
tiesa (Administrative District Court), with
thanks to Sorainen Law Firm for helping with
this translation

Calibration certificate of the measuring device
submitted without a valid electronic signature;
consideration of article 5(2) of Directive
1999/93/EC of the European Parliament and
of the Council of 13 December 1999 on a
Community framework for electronic
signatures, OJ L 13, 19.01.2000, p. 12;
submission of electronic documents to the
competent authorities as evidence should not
be denied solely on the grounds that the
document is in electronic form and that does
not have a secure electronic signature

8(2011) 238 — 241

Lithuania

Mexico

Z.S. v Lietuvos taupomasis bankas, Civil case
No. 3K-3-390/2002, Supreme Court of
Lithuania, by Sergejs Trofimovs

ATM; electronic signature (PIN); liability of the
bank

6 (2009) 255 — 262

A-143-2740-12, 18 December 2012 with a
commentary by Professor Mindaugas Kiskis

Electronic signatures; qualified certificate;
advanced electronic signature; personal
identification numbers; data protection

11 (2014) 152 — 164

Jurisprudencia 24/2008, Criteria Contradiction
Proceedings  (Contradiccion de  Tesis)
261/2007 SS between the Third Collegiate
Court for Administrative Matters and the
Second Civil Court for Civil Matters in the

Seventh Circuit, Second Chamber of the
Mexican Supreme Court, February 13, 2008,
commentary by César Martinez Aleman

Status of tax declaration submitted through
electronic means; acknowledgment of receipt
bearing a digital stamp

5(2008) 117 -133

The Netherlands

LIN; AY6903, Voorzieningenrechter In Kort
Geding (Services Court Judge Amsterdam),
345291 / KG 06-1112 AB, commentary by
Arnold Roosendaal

Protection of intellectual property rights;
internet; illegal downloads; privacy of
customer personal data; right of interested
parties to require ISP to provide personal data

6 (2009) 263 — 269

Gerechtshof ‘s Gravenhage 9 maart 2011 LIN:
BP7080, Gerechtshof te ‘s-Gravenhage
meervoudige kamer voor strafzaken (Appeals
Court at The Hague, Criminal bench). dossier
number: 22-002281-10, with thanks to Dr
Maurice Schellekens for help with this
translation

Threats to kill posted on web site; accused
posted comments by using the connection of a
third party via wi fi without permission;
whether using the computer of a third party
without permission is an offence in Dutch law;
electronic evidence

8 (2011) 242 — 248

LB-2006-27667, 20 August 2007, Borgarting
appellate court — judgement, commentary by
Professor Jon Bong

Succession law; lost testament; status of
electronic copies sent by e-mail

5(2008) 134 - 140

Journal number 04-016794TVI-TRON, Bernt
Petter Jgrgensen v DnB NOR Bank ASA by the
Chairman of the Board (Trondheim District
Court, 24 September 2004)
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Poland

Bank card; theft of card; unauthorized use;
PIN; electronic signature; burden of proof;
liability; gross negligence

9(2012) 117 -123

HR-2012-2056-A, with thanks to Arve Fgyen
for reviewing this translation

Criminal offence; hacking; ‘cloud’ (online)
storage of personal digital data;, data
protection; data controller; privacy

10 (2013) 201 - 208

Sygn. akt | KZP 39/08, Polish Supreme Court,
26 March 2009, commentary by Dr Arkadiusz
Lach

Electronic  document;  secure electronic
signature  (digital  signature);  criminal
procedure; Ustawa z dnia 18 wrzesnia 2001 r.
o podpisie elektronicznym (Law of 2001.09.18
on electronic signature); legal effect

6 (2009) 270 — 274

Sygn. akt | KZP 2/10, Sad Najwyzszy — Izba
Karna w Warszawie (Supreme Court —
Criminal Chamber in Warsaw), commentary
by Dr Arkadiusz Lach

Authority to intercept telephone
communications; admissibility of the records
in other proceedings; refusal to give opinion
on this subject because of lack of relevance

7 (2010) 141 — 147

Romania

Spain

Decizia nr, 1258 dated 8 October 2009, Curtea
Constitutionala a Romaniei (Constitutional
Court), by Bogdan Manolea and Anca Argesiu

Constitutionality of law 298/2008 regarding
the retention of the data generated or
processed by the public electronic
communications service providers or public
network providers

7 (2010) 148 — 154

STS 2047/2015, Tribunal Supremo, Sala de lo
Penal (Supreme Court, Criminal Chamber), 19
May 2015, translated by Patricia Ayodeji

Spain; sexual abuse of a minor;
communications via social networks;
authenticity

14 (2017) 79 -87
Sweden
Case No. 11534-13

Sweden; advanced electronic signature;
effectiveness; administrative proceedings

12 (2015) 103 - 106
Turkey

Case number: 2009/11485, judgment number:
2011/4033

On-line banking; unauthorized transfers
between accounts by unknown third party;
negligence; liability of the bank

9 (2012) 124 — 127

Case notes
Austria

OGH Urteil vom 29.6.2000, 2 Ob 133/99v,
Oberster Gerichtshof (Austrian Supreme
Court), by Dr Wolfgang Freund and Mag.
Lothar Farthofer

5 (2008) 141

China
Rong-Shu-Xia Computer Ltd. v China Society
Publisher, by Minyan Wang
4 (2007) 95
Beijing Han-Hua-Kai-Jie Technology
development Ltd. v Chen Hong, by Minyan
Wang
4 (2007) 96
Zhang Hua v Shanghai Danwei Information
Consultation Co. Ltd, Shanghai People’s Court
of Jing’an District, by Dr Minyan Wang
6 (2009) 275 - 276

Brazil

RMS-AgR-ED 24257 DF, by Professor Carlos
Alberto Rohrmann

3 (2006) 92 —94
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Al 564765 RJ, by Professor Carlos Alberto
Rohrmann

3 (2006) 95 — 97

Colombia

Juan Carlos Samper Posada v Jaime Tapias,
Hector Cediel and others, Decisidon 73-624-40-
89-002-2003-053-00 of 21 July 2003, by Ms
Valeria Frigeri and Manuel F. Quinche

2 (2005) 95 - 102

Denmark

U.2000.1853V, Danish Western High Court, by
Kromann Reumert

4 (2007) 98

U.2006.1341V, Danish Western High Court, by
Kromann Reumert

4 (2007) 99

B-19-08 and B-52-08, Danish High Court
(@stre Landsret), 5 September 2008, by
Kromann Reumert

5(2008) 142

U 1959.40/1H, by Professor Jon Bing and Jan
Hvarre

6 (2009) 277

England & Wales

Donald Blaney v Person(s) unknown, (not
reported), Thursday, 1 October 2009, Lewison
J ChD, by Matthew Richardson

7 (2010) 155

AS Valga Kiilmutusvagunite Depoo (in
bankruptcy), by Viive Naslund

1(2004) 75-79

Case number 235784 from the Conseil d’Etat,
Elections municipales de la Commune d’Entre-
Deux-Monts dated 28 December 2001, by
Philippe Bazin

1(2004) 81

Case number 00-46467 from the Cour de
Cassation, chambre civile 2, Sté Chalets

Boisson ¢/ M. X. dated 30 April 2003, by
Philippe Bazin

1(2004) 82

Germany

Greece

Italy

BGH of December 12, 2000 — XI ZR 138/00, by
Alexander Duisberg

4 (2007) 93 - 94

FG Miinster 11 K 990/05 F (Electronically
signed statement of claim — On the
interpretation of the term monetary
limitation), by Dr Martin ERer

3 (2006) 111 - 112

10 A 11741/05, by Dr Martin ERer
4 (2007) 91 - 92

GmS-0OGB 1/98, by Michael Knopp
2 (2005) 103 - 104

OLG Kéln, 19 U 16/02; LG Konstanz, 2 O
141/01 A; AG Erfurt, 28 C 2354/01, by Knopp,
Michael

2 (2005) 105 - 106

19 February 2009, IV R 97/06, by Dr Martin
ERer

6 (2009) 278

2 BvC 3/07, 2 BvC 4/07 Federal Constitutional
Court of Germany, by Dr Zoi Opitz-Talidou

6 (2009) 279 — 280

Court Decision No. 1963/(2004), by Michael G.
Rachavelias

2 (2005) 107 - 111

Court Decision No. 3279/(2004), by Michael G.
Rachavelias

3 (2006) 101 - 103

Case number 1327/2001 — Payment Order
from the Court of first instance of Athens, by
Georgia Skouma

1(2004) 83 - 86
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Tribunale Mondovi, 7 giugno 2004, n. 375
(decr.), Giur. It. 2005, 1026 by Gian Paolo
Coppola

4 (2007) 86 — 88

Decision no. 16556 dated 29-04-2010, La
Corte Suprema di Cassazione Sezione Quinta
Penale (Supreme Court of Cassation, 5th
Criminal Section) 29 April 2010 (the hearing
took place on 14 December 2009), by Dr
Giuseppe Vaciago

Facts; seizure of copies of digital documents
stored on a personal computer; law dispositive
provisions, interception of electronic
communications; proceedings; ratio decidendi

8 (2011) 249 — 252

Lithuania

2.5. v AB Lietuva taupomasis bankas, Civil Case
No. 3K-3-390/2002, Civil Chamber of the
Supreme Court of Lithuania, by Sergejs
Trofimovs

5 (2008) 143 — 145

Netherlands

21 November 2007, LIN BC0337, Rechtbank
(Lower Court) Amsterdam, by Dr Simone van
der Hof

5 (2008) 146

LIN BV5623 (appeal in cassation re Arnhem
Appeal Court, 19 August 2010, LIN: BN4204)

Derogatory images on the internet;
effectiveness of a disclaimer

10 (2013) 209

LIN BV4738 (appeal in cassation re Arnhem
Appeal Court, 16 June 2010, LIN: MB8100)

Automatic Number Plate Recognition (ANPR)
data; improperly obtained evidence; lack of
reasoning for the decision by the Appeal Court

10 (2013) 210
LIN BW0103

Article 240a Netherlands Criminal Code;
showing private parts/genitals to a juvenile
via a webcam

10 (2013) 211

Poland

LIN: BW 3415

Virtual abusive images of children, sexually
explicit images in cartoon format

10 (2013) 212
LIN BW 6444

Article 161sexies, paragraph 2 under a of the
Criminal Code, mobile telephone jammer

10 (2013) 213

LIN BX0140

Analysis of seized mobile telephones
10 (2013) 214

LIN: BX0155

Money laundering; phishing; participation in a
criminal organization which had the object of
money laundering

10 (2013) 215
LIN BX0218

Evidence; data obtained from interception of
an IP address; use in legal proceedings

10 (2013) 216
LIN BV8708

Article 248a Netherlands Criminal Code;
evidence of MSN chat

10(2013) 217
LJN BW9843
Threats via Twitter

10 (2013) 218

| KZP 29/06, Resolution of the Polish Supreme
Court, commentary by Dr Arkadiusz Lach

5(2008) 147 — 148

Sygn. akt | KZP 2/10, Sad Najwyzszy — Izba
Karna w Warszawie (Supreme Court —
Criminal Chamber in Warsaw), commentary
by Dr Arkadiusz Lach

7 (2010) 141 — 147

Russian Federation
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A12-3342/05-C11, The Federal Arbitration of
the Povolzhsky District, by Gorodissky &
Partners Limited

4 (2007) 83 -85

Resolution of the Federal Arbitration Court of
Moscow Region of 5 November 2003 N KIr-A
40/8531-03-N, by Olga I. Kudryavtseva

5(2008) 149 - 151

Case No. A40-43946/08-93-94, Arbitrazh
Court of Moscow
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avhandlingen gors dven bevisrattsliga analyser
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s.k. ‘it-forensiska analysprotokoll’.

The dissertation project has as its primary aim
to identify problem areas that appear during
certain legally imposed handling and
evaluation of digital evidence, from a national
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generally also described as ‘electronic
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procedural aspects associated with electronic
evidence when investigating crimes, or the problems
and challenges faced by law enforcers when handling
electronic evidence. In addition, there has also been
no detailed explanation of the ideal investigation
process, such as the processes involved in computer

search and seizure, and forensic investigation. As a
result, the understanding and awareness of how to
regulate and combat criminal cases that rely on
electronic evidence is incomplete. In such situations,
offenders usually take advantage of this lack of
prescription in law. Because the understanding and
awareness levels associated with electronic evidence
is not perfect in the UAE, the UAE needs to
promulgate new rules for handling electronic
evidence as its laws are currently focused on
traditional eyewitness accounts and the collection of
physical evidence. Thus, it is very important that
issues related to the existing approaches pertaining to
electronic evidence in criminal procedures are
identified, and that reform proposals are developed,
so that new rules for handling electronic evidence can
be adopted to effectively combat crime, by making
full use of it.

This thesis examines the problems and challenges
currently affecting the regulation electronic evidence
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literature in this area. Such a contribution is
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currently lacks sufficient academic input, especially
concerning electronic evidence. The thesis makes
actual recommendation as to how the substantive law
may be reformed in the form of draft articles and
includes an analysis as to how the process of
prosecution and evidence collection can be facilitated.
In particular it suggests that the electronic evidence
process should be regulated in order to facilitate
effective investigation and make full use of electronic
evidence. This will ensure that electronic evidence is
used in a transparent manner to preserve the integrity
of criminal procedure, thereby safeguarding the
accused, whilst at the same time facilitating
prosecution and trial proceedings.
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Hovedproblemstillingen er i hvilke tilfeller og
pa hvilke betingelser parten kan fa tilgang til
beviset. Problemstillingen fordrer en
rettsdogmatisk analyse av de tre
fremgangsmatene for tilgang til realbevis; a fa
bevis stilt til radighet, bevisopptak og
bevissikring.

En type bevis som det ofte er utfordrende a fa
tilgang til, er digitalt lagrede bevis. Mens
fysiske gjenstander stort sett er klart definert
og avgrenset, er digitalt lagret informasjon
dynamiske stgrrelser i stadig endring som
gjerne er lagret sammen med en mengde
annen informasjon uten relevans for saken. |
tillegg er digitalt lagret informasjon lett a
kopiere, manipulere og slette. Disse trekkene
utfordrer spgrsmalet om tilgang, bade
praktisk og rettslig. Digitale bevis er derfor
godt egnet til a belyse spgrsmal knyttet til
bevistilgangsinstituttet. Det er imidlertid
vanskelig a behandle alle
bevistilgangsspgrsmal med utgangspunkt i
digitale bevis, og noen spgrsmal behandles
derfor for realbevis generelt. Hovedvekten vil
likevel - safremt det er mulig — veere pa
digitale bevis.
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The thesis is based on a scenario where a
party knows or believes that there exists
material that can be used as evidence in an
upcoming or pending case and where the
party is not in possession of this evidence. The
main question is in what circumstances and
on what conditions the party can get access to
the evidence. The problem requires a
dogmatic analysis of the three procedures for
access to real evidence according to
Norwegian law; the obligation to make
evidence available, taking of evidence and
securing of evidence.

One type of evidence that it is often
challenging to get access to is digitally stored
evidence. While physical objects are generally
clearly defined and delineated, digitally stored
information is dynamic and often stored
together with a plethora of other information,
irrelevant to the case. In addition, digitally
stored information is easy to copy,
manipulate, and delete. These features are
challenging the issue of access, both
practically and legally. Digital evidence is
therefore well suited to shed light on issues
related to the provisions on access to
evidence. It is however difficult to treat all
guestions related to access to evidence based
on digital evidence, and some questions are
therefore discussed based on real evidence in
general. The emphasis will anyway — if
possible — be on digital evidence.

The thesis has a comparative perspective,
where Swedish, Danish and English law shed
light on Norwegian law.
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I mondo digitale interagisce con la giustizia in
molteplici segmenti: sempre piu numerosi
sono i casi in cui esso e sede di reati (dal furto
di identita, fino ad arrivare al cyberterrorismo)
e non lontani sono i tempi in cui esso
sostituira il tradizionale modo di intendere il
processo (questo sta gia accadendo nel
processo civile e presto accadra anche nel
processo penale). Come Sherlock Holmes nel
XIX secolo si serviva costantemente dei suoi
apparecchi per I'analisi chimica, oggi nel XXI
secolo, egli non mancherebbe di effettuare
un’accurata analisi di computer, di telefoni
cellulari e di ogni tipo di apparecchiatura
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primo e quello di offrire al lettore un’analisi
della prova digitale e dell’articolato sistema di
regole e procedure per la sua raccolta,
interpretazione e conservazione. La casistica
giurisprudenziale, non solo italiana, ha
dimostrato come I'errata acquisizione o
valutazione della prova digitale possa falsare
I’esito di un procedimento e come il digital
divide sofferto dalla maggior parte degli
operatori del diritto (magistrati, avvocati e
forze di polizia) possa squilibrare le risultanze
processuali a favore della parte digitalmente
piu forte.

This paper focuses specifically on digital
forensics and the rules and procedures
regulating the seizure, chain of custody and
probative value of digital evidence, with
particular emphasis of three distinct aspects.
Firstly, the extremely complex nature of
digital evidence; Secondly, the dire need for

an adequate level of computer literacy
amongst judges, lawyers and prosecutors. The
last, but no less crucial aspect involves the
potentially prejudicial effects of invasive
digital forensic techniques (such as the
remote monitoring of data stored on hard
drives) on the suspects fundamental freedoms
(the right to privacy and the inviolability of
personal correspondence) and due process
rights (including the privilege against self-
incrimination and the right to an adversarial
hearing on the probative value of the
electronic data proffered as evidence).
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