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e-Justice as adopted in Bulgaria 

10 (2013) 97 – 103 

Electronic evidence in Bulgaria – one step 

further, one step back 

15 (2018) 60 – 69 

Decision No 50, Haskovo District Court, Civil 

Division, II appellate civil panel, 20 January 

2018, with a commentary by Kalina Ruseva 

Bulgaria; Civil Procedure Code; formation of 

contract; electronic evidence; exchanges via 

social networking website; proof 

16 (2019) 57 – 60 

Burden of proof 
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Denmark 

The burden of proof in the matter of 

alleged illegal downloading of music in 

Denmark 

7 (2010) 87 – 89 

Germany, case law 

Ur19 U 16/02, OLG Köln, 6 September 

2002 

5 (2008) 108 – 109 

Norway 

Unauthorized use of bank cards with 

or without the PIN: a lost case for the 

customer? 

9 (2012) 95 – 101 

Calibration certificate 

Latvia, case law 

Case No. A42738909, Administratīvā 

rajona tiesa (Administrative District 

Court) 

Calibration certificate of the 

measuring device submitted without a 

valid electronic signature; 

consideration of article 5(2) of 

Directive 1999/93/EC of the European 

Parliament and of the Council of 13 

December 1999 on a Community 

framework for electronic signatures, 

OJ L 13, 19.01.2000, p. 12; submission 

of electronic documents to the 

competent authorities as evidence 

should not be denied solely on the 

grounds that the document is in 

electronic form and that does not have 

a secure electronic signature 

8 (2011) 238 – 241 

Canada 

Industry Canada releases principles for 

electronic authentication 

1 (2004) 37 – 39 

Legal update, Canada: PIPEDA’s Secure 

Electronic Signature Regulations have been 

published 

2 (2005) 71 – 72 

Search and seizure of digital evidence: 

thresholds and minefields 

5 (2008) 240 – 244 

Case Comment on Laushway v Messervey, 

2014 NSCA 7: ‘Old evidence law dogs, new 

technology tricks’ 

12 (2015) 13 – 16 

Cell site analysis 

Problems with cell phone evidence tendered 

to ‘prove’ the location of a person at a point in 

time 

13 (2016) 76 – 87 

‘Mobile Ping Data’ – Metadata for Tracking 

14 (2017) 22 – 25 

Certificates, digital signatures 

Time of signing in the Estonian digital 

signature scheme 

16 (2019) 40 – 50 

Certification 

Electronic Certification in Brazil and in the 

European Union 

2 (2005) 16 – 21 

Certified e-mail 

The Italian certified e-mail system 

3 (2006) 50 – 54 

ChatGPT 

Involving LLMs in legal processes is risky 

20 (2023) 40 – 46 

Cheques 
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How to abolish the cheque clearing system but 

keep and improve cheques 

8 (2011) 107 – 110 

Chile 

The electronic signature in Chile 

4 (2007) 69 – 79 

China, articles 

Electronic evidence in China 

5 (2008) 45 – 50 

Chinese digital evidence law overview and 

suggestions for multinational enterprises 

5 (2008) 207 – 210 

The latest civil legal proceedings between 

banks and their customers in China 

9 (2010) 101 – 106 

The first ‘Trojan Horse’ case prosecuted in 

China 

7 (2010) 107 

QQ Messenger chat record as criminal 

evidence in China 

8 (2011) 187 – 189 

Electronic evidence in intellectual property 

litigation: from the Chinese perspective 

10 (2013) 59 – 62 

Problems on the admissibility of electronic 

evidence in the Chinese context 

12 (2015) 38 – 44 

Admissibility of e-evidence generated by 

Telnet technology in software copyright 

litigation in China 

11 (2016) 44 – 48 

A note to China’s new law on electronic 

signatures 

13 (2016) 154 – 155 

China, case notes 

Rong-Shu-Xia Computer Ltd. v China Society 

Publisher 

IPR on-line; copyright law; authenticity of 

relevant e-mails 

4 (2007) 95 

Beijing Han-Hua-Kai-Jie Technology 

Development Ltd. v Chen Hong 

Authenticity of e-mail 

4 (2007) 96 

Zhang Hua v Shanghai Danwei Information 

Consultation Co. Ltd, Shanghai People’s Court 

of Jing’an District 

Authentication; e-mail; civil proceedings 

6 (2009) 275 – 276 

China, case translations 

Yang Chunning v Han Ying (2005) hai min chu 

zi NO.4670, Beijing Hai Dian District People’s 

Court 

Mobile telephone; exchange of text messages; 

formation of contract; electronic signature 

5 (2008) 103 – 105 

Xinchuan Online (Beijing) Information 

Technology Co. Ltd. v Zigong Branch of China 

Network Communication Group (2008) Min 

Shen Zi No. 926, translation and commentary 

by Dr Jiong He 

Intellectual property infringement; electronic 

evidence; probative force of notarial 

certificates; reliability of method of collecting 

electronic evidence 

10 (2013) 158 – 161 

Hangzhou Huatai Yimei Culture Media Co., 
Ltd. v. Shenzhen Daotong Technology 
Development Co., Ltd. (2018) Zhe 0192 
Civil Case, First Court No. 81, Hangzhou 
Internet Court of the People’s Republic of 
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China, translated by Dr Jiong He 

China; intellectual property infringement; 
authenticity of electronic evidence; 
screenshot of webpage; SHA256 hash 
value; blockchain related evidence; Bitcoin 
block chain; integrity of evidence; law of 
electronic signatures 

16 (2019) 61 – 70 

China, legislation 

Translation and Introduction to the Electronic 

Signatures Law of China 

2 (2005) 79 – 85 

Civil litigation 

Submission of evidence through digital 
documents in Swiss civil litigation 

3 (2006) 84 – 88 

Civil procedure 

England & Wales 

Donald Blaney v Person(s) unknown, 

(not reported), Thursday, 1 October 

2009, Lewison J ChD 

Intellectual property; passing off; 

copyright; moral rights; injunction; 

service by alternative means; CPR 

6.27; internet; anonymous author 

7 (2010) 155 

Electronic evidence in control of and 

adversely affecting the opposing party: 

a comparative study of English and 

Norwegian law 

8 (2011) 76 – 91 

Italy 

The Processo Civile Telematico and 

the Italian legal framework: a 

perspective 

12 (2015) 17 – 21 

Norway 

Electronic evidence in control of and 

adversely affecting the opposing party: 

a comparative study of English and 

Norwegian law 

8 (2011) 76 – 91 

Singapore 

Deutsche Bank AG v Chang Tse 
Wen and others [2010] SGHC 125 

7 (2010) 161 – 162 

Switzerland 

Digital evidence in the new Swiss 
Federal Code of Civil Procedure 

6 (2009) 195 – 196 

Client confidentiality 

Practitioner note: E-mails cause practical 

problems for client confidentiality 

8 (2011) 193 

Close circuit television (cctv) 

Surveillance cameras, identification and 

expert evidence 

9 (2012) 42 – 50 

Cloud computing 

Federated identity management: enabling 

legal control over digital property in the cloud 

8 (2011) 33 – 43 

Trusted computing and the digital crime scene 

8 (2011) 111 – 123 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

The effect of ‘virtual presence’ in Belgium on 

the duty to cooperate with criminal 

investigations: some prudence may be 

required when confronted with a request from 

a Belgian public prosecutor 

8 (2011) 194 – 195 
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Here’s the Thing: The Cyber Search Provisions 

of the Search and Surveillance Act 2012 

10 (2013) 39 – 58 

Cloud computing, case law 

Belgium, jurisdiction 

Corr. Dendermonde 2 maart 2009, 

onuitg. (Rechtbank van Eerste Aanleg 

te Dendermonde (The Court of First 

Instance in Dendermonde)), by Johan 

Vandendriessche 

Investigation of credit card fraud; 

provider of e-mail services in the 

United States of America; users of the 

service in Belgium; jurisdiction; virtual 

presence in a jurisdiction; Mutual Legal 

Assistance in Criminal Matters; 

whether provider of service is required 

to provide identification and 

registration data of the person who 

registered e-mail accounts, including 

the IP address, date and time of the 

registration; the e-mail address 

associated with the profile; any other 

relevant personal information that 

could lead to identification of the user; 

electronic communications network; 

provider of an electronic 

communications service 

8 (2011) 196 – 207 

Gent 30 juni 2010, onuitg. (Hof van 

Beroep (The Court of Appeal in Ghent, 

third chamber, sitting in criminal 

matters)), by Johan Vandendriessche 

Web based e-mail; meaning of 

‘operator of an electronic 

communication service’ and ‘provider 

of an electronic communications 

service’; ability of a Belgian Public 

Prosecutor to obtain e-mails from 

another jurisdiction outside the scope 

of Mutual Legal Assistance in Criminal 

Matters 

8 (2011) 208 – 215 

Cass. 18 januari 2011, nr. P.10.1347.N 

(Hof van Cassatie (Court of Cassation 

of Belgium)), by Johan 

Vandendriessche 

Web based e-mail; whether meaning 

of ‘operator of an electronic 

communication service’ and ‘provider 

of an electronic communications 

service’ is relevant; ability of a Belgian 

Public Prosecutor to obtain e-mails 

from another jurisdiction outside the 

scope of Mutual Legal Assistance in 

Criminal Matters 

8 (2011) 216 – 218 

Brussel 12 oktober 2011, onuitg, Hof 

van Beroep te Brussel (The Court of 

Appeal in Brussels, thirteenth 

chamber, sitting in criminal matters), 

by Johan Vandendriessche 

Web based e-mail; the judicial 

authority of a Belgian Public 

Prosecutor; restricted to within the 

territory of Belgium; article 46bis, §2 

of the Code of Criminal Procedure 

9 (2012) 102 – 105 

P. 11.1906.N/1, commentary by Johan 

Vandendriessche 

Web based e-mail; the judicial 
authority of a Belgian Public 
Prosecutor; whether restricted to 
within the territory of Belgium; article 
46bis, §2 of the Code of Criminal 
Procedure 

10 (2013) 155 – 157 

Antwerpen 20 november 2013, 

2012/CO/1054 Yahoo! Inc., translated 

by Johan Vandendriessche 
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Web based e-mail; the judicial 
authority of a Belgian Public 
Prosecutor; whether restricted to 
within the territory of Belgium; article 
46bis, §2 of the Code of Criminal 
Procedure 

11 (2014) 137 – 143 

P.13.2082.N, Yahoo! Inc., translated by 
Johan Vandendriessche 

Belgium; Yahoo!; web based e-mail; 
the judicial authority of a Belgian 
Public Prosecutor; restricted to within 
the territory of Belgium; article 46bis, 
§2 of the Code of Criminal Procedure; 
Charter of the United Nations; United 
States of America; mutual assistance 
in criminal matters 

13 (2016) 156 – 158 

Cloud forensics 

International aspects of migrating digital forensics 

in the cloud 

10 (2013) 81 – 96 

Colombia, case note 

Juan Carlos Samper Posada v Jaime Tapias, 

Hector Cediel and others, Decisión 73-624-40-

89-002-2003-053-00 of 21 July 2003 

Unsolicited e-mail; removal of addresses from 

e-mail distribution list; jurisdiction 

2 (2005) 95 – 102 

Communications, client confidentiality 

Practitioner note: E-mails cause practical 

problems for client confidentiality 

8 (2011) 193 

Communications, interception 

Interception of communications: Skype, 

Google, Yahoo! and Microsoft tools and 

electronic data retention on foreign servers: A 

legal perspective from a prosecutor 

conducting an investigation 

6 (2009) 158 – 163 

Indonesia: the controversy over the Bill 

concerning lawful interception 

8 (2011) 130 – 138 

Compound documents, discovery 

Singapore, case note 

Surface Stone Pte. Ltd. v Tay Seng 

Leon and another [2011] SGHC 223 

Electronic discovery; discovery and 

inspection of compound documents; 

principle of proportionality; inspection 

protocol 

9 (2012) 128 – 129 

Computer evidence 

Admissibility of computer evidence in Tanzania 

4 (2007) 56 – 60 

Trusted computing and the digital crime scene 

8 (2011) 111 – 123 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

The Law Commission presumption concerning 
the dependability of computer evidence 

17 (2020) 1 – 14 

Robustness of software 

17 (2020) 15 – 24 

The harm that judges do – misunderstanding 

computer evidence: Mr Castleton’s story 

17 (2020) 25 – 48 

The Post Office Horizon IT scandal and the 

presumption of the dependability of computer 

evidence 

17 (2020) 49 – 70 

Recommendations for the probity of computer 

evidence 

18 (2021) 18 – 26 
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An approach to the judicial evaluation of 
evidence from computers and computer 
systems 

18 (2021) 50 – 55 

Scandal at the Post Office: The intersection of 

law, ethics and politics 

19 (2022) 12 – 28 

The Post Office IT scandal – why IT audit is 

essential for effective corporate governance 

19 (2022) 42 – 86 

Briefing Note: The legal rule that computers 
are presumed to be operating correctly – 
unforeseen and unjust consequences 

19 (2022) 123 – 127 

Ismay Report: Horizon – Response to 

Challenges Regarding Systems Integrity (Post 

Office Limited, 2 August 2010) 

19 (2022) Document Supplement 

The Law Commission and section 69 of the 

Police and Criminal Evidence Act 1984 

20 (2023) 62 – 95 

Independent Review, Miscarriages of Justice, 

and Computer Evidence: Brian Altman KC’s 

General Review and the Post Office Scandal 

20 (2023) 96 – 119 

Computer generated animations 

The influence of computer generated 

animations on juror decision making 

11 (2014) 46 – 54 

The use of computer generated imagery in 
legal proceedings 

13 (2016) 3 – 25 

Contract, e-mails, construction 

Russian Federation 

Case No. А40-19739/08-10-141, 

Arbitrazh Court of Moscow 

6 (2009) 281 – 283 

Contract, formation 

Bulgaria 

Decision No 50, Haskovo District 

Court, Civil Division, II appellate civil 

panel, 20 January 2018, with a 

commentary by Kalina Ruseva 

Bulgaria; Civil Procedure Code; 

formation of contract; electronic 

evidence; exchanges via social 

networking website; proof 

16 (2019) 57 – 60 

France 

15-10732 Cour de cassation, chambre 

civile 1, 6 April 2016, translated by 

Laura Ramkhalawan 

France; electronic signature; validation 

of signature; formation of contract 

13 (2016) 159 – 161 

Italy 

Tribunale sez. V, Milano, 18/10/2016, 

n. 11402 

Italy; evidence of contract; e-mail; 

validity of electronic signature; 

payment of invoices; Code of the 

Digital Administration decree 82/2005; 

Regulation (EU) No 910/2014 of the 

European Parliament and of the 

Council of 23 July 2014 on electronic 

identification and trust services for 

electronic transactions in the internal 

market and repealing Directive 

1999/93/EC OJ L 257, 28.8.2014, p. 

73–114 

16 (2019) 90 – 92 

Control 

Establishing possession, custody and control 

through electronic baggage tags 

14 (2017) 16 – 21 

Convention on Electronic Evidence, Draft 
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13 (2016) S1 – S11 

Convention on Road Traffic 

PEN 17 16 DIP, 30 May 2018, Regionalgericht 

Emmental-Oberaargau, Strafabteilung 

(Regional Court Emmental-Oberaargau, 

Criminal Division), translated by Thierry 

Burnens 

Switzerland; criminal law; traffic violation; 

collision; Tesla motor vehicle in ‘Traffic-Aware 

Cruise Control’ and ‘Autosteer’ mode; 

Convention on Road Traffic; driver must be in 

control of vehicle 

17 (2020) 97 – 111 

Conveyancing 

The role of the notary in real estate 

conveyancing 

4 (2007) 28 – 33 

Copyright, evidence 

The burden of proof in the matter of alleged 

illegal downloading of music in Denmark 

7 (2010) 87 – 89 

Alleged illegal downloading of music: the 

Danish Supreme Court provides a high bar for 

evidence and a new line of direction regarding 

claims for damages and remuneration 

8 (2011) 165 – 170 

Electronic evidence in torrent copyright cases 

8 (2011) 171 – 178 

Criminal investigations 

Interception of communications: Skype, 

Google, Yahoo! and Microsoft tools and 

electronic data retention on foreign servers: A 

legal perspective from a prosecutor 

conducting an investigation 

6 (2009) 158 – 163 

Whether a photograph taken for Google’s 

Street View can be used as evidence in a 

criminal process: a case note 

6 (2009) 187 – 190 

Problems of legal regulation and investigation 

of computer crimes in Georgia 

7 (2010) 53 – 66 

Trusted computing and the digital crime scene 

8 (2011) 111 – 123 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

The effect of ‘virtual presence’ in Belgium on 

the duty to cooperate with criminal 

investigations: some prudence may be 

required when confronted with a request from 

a Belgian public prosecutor 

8 (2011) 194 – 195 

Forced biometric authentication – on a recent 

amendment in the Norwegian Code of 

Criminal Procedure 

14 (2017) 26 – 30 

Criminal proceedings 

International phishing gangs and operation 

Phish & Chip 

6 (2009) 153 – 157 

The first ‘Trojan Horse’ case prosecuted in 

China 

7 (2010) 107 

R v LR (not reported) Indictment number 

T20090048 

Abusive images of children; judicial order to 

provide copies of images to defence; refusal by 

prosecution; reasonableness of judicial order 

and practical arrangements 

7 (2010) 125 – 129 

Electronic Evidence in Swiss Criminal 

Procedure 

8 (2011) 70 – 75 
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Search and seizure for electronic evidence: 

procedural aspects of UAE’s legal system 

10 (2013) 115 – 122 

Electronic evidence and the Croatian Criminal 

Procedure Act 

10 (2013) 128 – 135 

The use of malware as a means of obtaining 

evidence in Portuguese criminal proceedings 

11 (2014) 55 – 75 

Online searches and online surveillance: 
the use of trojans and other types of 
malware as means of obtaining evidence in 
criminal proceedings 

13 (2016) 88 – 96 

Electronic Evidence in Criminal Procedure. On 

the Effects of ICT and the Development 

towards the Network Society on the Life-cycle 

of Evidence 

16 (2019) 6 – 10 

Computer forensics and electronic evidence in 
criminal legal proceedings: Lithuania’s 
experience 

16 (2019) 11 – 24 

Croatia 

Electronic evidence and the Croatian Criminal 

Procedure Act 

10 (2013) 128 – 135 

Custody 

Establishing possession, custody and control 

through electronic baggage tags 

14 (2017) 16 – 21 

Cybercrime 

Cybercrime: Issues and challenges in the 

United States 

7 (2010) 19 – 34 

Problems of legal regulation and investigation 

of computer crimes in Georgia 

7 (2010) 53 – 66 

The Netherlands, case law 

Gerechtshof ‘s Gravenhage 9 maart 

2011 LJN: BP7080, Gerechtshof te ‘s-

Gravenhage meervoudige kamer voor 

strafzaken (Appeals Court at The 

Hague, Criminal bench). dossier 

number: 22-002281-10 

Threats to kill posted on web site; 

accused posted comments by using the 

connection of a third party via wi fi 

without permission; whether using the 

computer of a third party without 

permission is an offence in Dutch law; 

electronic evidence 

8 (2011) 242 – 248 

Cybercrime investigations 

On the complexity of collaborative cyber crime 
investigations 

6 (2009) 214 – 219 

Problems of legal regulation and investigation 

of computer crimes in Georgia 

7 (2010) 53 – 66 

Trusted computing and the digital crime scene 

8 (2011) 111 – 123 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

Practitioner note: Preserving cyber 

investigation evidence – the screen tool 

witness signature 

8 (2011) 190 – 192 

The effect of ‘virtual presence’ in Belgium on 

the duty to cooperate with criminal 

investigations: some prudence may be 

required when confronted with a request from 

a Belgian public prosecutor 

8 (2011) 194 – 195 
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Evidence of cybercrime and coercive measures 

in Finland 

13 (2016) 49 – 66 

Cybersecurity 

Assigning IACS cybersecurity responsibility 
conformant with the UK Network and 
Information Systems Regulations 2018 

19 (2022) 87 – 101 

Cyprus 

Translation of the Cypriot law on electronic 

signatures 

2 (2005) 86 – 94 

Czech Republic 

Contemporary enactment of the electronic 

signature in the Czech Republic 

3 (2006) 30 – 39 

Data messages 

The evidential value of the data-message in 
Iran 

3 (2006) 60 – 68 

Data records 

The use of historical call data records as 

evidence in the criminal justice system – 

lessons learned from the Danish telecom 

scandal 

18 (2021) 1 – 17 

Data protection, criminal offence 

Norway, case law 

HR-2012-2056-A, translation reviewed 

by Arve Føyen 

Criminal offence; hacking; ‘cloud’ 

(online) storage of personal digital 

data; data protection; data controller; 

privacy 

10 (2013) 201 – 208 

Data protection, electronic signature 

Data protection preliminary verification: Italy 

Date of decision: 12 September 2013 

Requested by Fineco Bank S.p.A. 

Italy; data protection; preliminary 

verification; biometric data; advance 

electronic signature 

11 (2014) 207 – 212 

Date of decision: 31 January 2013 

Requested by IT Telecom s.r.l. and 

Cassa di Risparmio di Parma e 

Piacenza S.p.A. 

Italy; data protection; preliminary 

verification; biometric data; advance 

electronic signature; need to amend 

contracts; consent 

11 (2014) 213 – 220 

Date of decision: 31 January 2013 

Requested by Unicredit S.p.A. 

Italy; data protection; preliminary 

verification; biometric data; advance 

electronic signature 

11 (2014) 221 – 224 

Lithuania, case law 

A-143-2740-12, 18 December 2012 

with a commentary by Professor 

Mindaugas Kiškis 

Electronic signatures; qualified 

certificate; advanced electronic 

signature; personal identification 

numbers; data protection 

11 (2014) 152 – 164 

Data protection, transborder discovery requests 

The EU Data Protection Directive and major 

factors relied upon by U. S. courts in 

transborder discovery requests 

5 (2008) 231 – 234 
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Debit card, loss or theft, liability 

Germany 

Civil law liability for unauthorized 

withdrawals at ATMs in Germany 

6 (2009) 57 – 66 

5 October 2004, XI ZR 210/03, 
published BGHZ 160, 308-321 
Bundesgerichtshof (Federal Court of 
Justice) 

6 (2009) 248 – 254 

Lithuania 

Ž.Š. v Lietuvos taupomasis bankas, Civil 

case No. 3K-3-390/2002, Supreme 

Court of Lithuania 

6 (2009) 255 – 262 

Deeds 

European Civil Law Notaries ready to launch 
international digital deeds 

4 (2007) 14 – 18 

Hybrid signatures under Belgian law 

9 (2012) 79 – 80 

Defamatory comments, alteration of evidence 

Dubai, case law 

Case number 2009/37784, Bur Dubai 

Digital evidence; alleged defamatory 

comments published on the internet; 

police investigation; alteration of 

evidence 

9 (2012) 106 – 107 

Delivery of e-mail 

Electronic delivery 

15 (2018) 70 – 74 

Denmark, articles 

Electronic signatures in Denmark: free for all 

citizens 

1 (2004) 14 – 18 

The burden of proof in the matter of alleged 

illegal downloading of music in Denmark 

7 (2010) 87 – 89 

Alleged illegal downloading of music: the 

Danish Supreme Court provides a high bar for 

evidence and a new line of direction regarding 

claims for damages and remuneration 

8 (2011) 165 – 170 

The use of historical call data records as 

evidence in the criminal justice system – 

lessons learned from the Danish telecom 

scandal 

18 (2021) 1 – 17 

Denmark, case notes 

U.2000.1853V, Danish Western High Court 

Debit card; mistake 

4 (2007) 98 

U.2006.1341V, Danish Western High Court 

Scanned manuscript signature; mortgage; 

endorsement 

4 (2007) 99 

B-19-08 and B-52-08, Danish High Court (Østre 

Landsret), 5 September 2008 

IPR; on-line; copyright musical works; Wi Fi; 

liability for infringement 

5 (2008) 142 

Denmark case translations 

U.2001.252Ø, Østre Landsret (Eastern Division 

of the Danish High Court) 

6 (2009) 232 – 233 

Request for dissolution; Bankruptcy Court; 

signature; sufficiency of electronic signature 

with name typed on document 

U.2001.1980/1H, Højesteret (Supreme Court) 

Request for dissolution; Bankruptcy Court; 

requirement for manuscript signature; 

http://www.domstol.dk/oestrelandsret/Pages/default.aspx
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sufficiency of electronic signature with name 

typed on document 

6 (2009) 234 

Poul Erik Gravgaard Larsen v IFPI Danmark, 

Case 27/2009, Højesterets Dom (Supreme 

Court) 

Illegal file sharing of music over the internet; 

assessment of digital evidence 

8 (2011) 219 – 230 

U 2012.2614 H, commentary by Professor Lars 

Bo Langsted 

Social media; publicly available information; 

police obtaining information of social media; 

interception of communications; jurisdiction; 

Denmark 

10 (2013) 162 – 165 

U.2011.2396V, translated by Helena Lybæk 

Guðmundsdóttir 

Stolen motor vehicle; SIM card inside the 

vehicle; powers of the police to require the 

telephone company to provide an accurate 

bearing on the location of the SIM card; 

Denmark 

10 (2013) 166 – 168 

U.2011.2396V, 11 May 2011, translated by 

Helena Lybæk Guðmundsdóttir 

Stolen motor vehicle; SIM card inside the 

vehicle; powers of the police to require the 

telephone company to provide an accurate 

bearing on the location of the SIM card 

11 (2014) 144 – 146 

U.2014.52 V, 6 September 2013, with a 

commentary by Professor Lars Bo Langsted 

Denmark; digital signature; enforcement 

11 (2014) 147 – 148 

U.2014.712Ø, 13 November 2013 

Denmark; digital signature; enforcement 

11 (2014) 149 – 150 

Dependability 

The Law Commission presumption concerning 
the dependability of computer evidence 

17 (2020) 1 – 14 

Briefing Note: The legal rule that computers 
are presumed to be operating correctly – 
unforeseen and unjust consequences 

19 (2022) 123 – 127 

Digital certificates 

The probative value of digital certificates: 

Information Assurance is critical to e-Identity 

Assurance 

1 (2004) 55 – 60 

Electronic Certification in Brazil and in the 

European Union 

2 (2005) 16 – 21 

Digital data 

Toward a new jurisprudence of information 

retrieval: What constitutes a “reasonable” 

search for digital evidence when using 

keywords? 

5 (2008) 173 – 178 

Digital data as hearsay 

6 (2009) 7 – 24 

Judgment in the case of K.U. v Finland: the 
European Court of Human Rights requires 
access to communications data to identify 
the sender to enable effective criminal 
prosecution in serious violations of private 
life 

6 (2009) 33 – 45 

Security in digital data preservation 

11 (2014) 100 – 106 
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Digital documents 

Submission of evidence through digital 
documents in Swiss civil litigation 

3 (2006) 84 – 88 

Bailiffs on the internet and the validity of their 

certified reports: Lessons learned from the 

French and Belgian courts 

7 (2010) 71 – 76 

Forensic document examination of 

electronically captured signatures 

9 (2012) 67 – 73 

Digital documents, case law 

Dubai 

Case number 2009/37784, Bur Dubai 

Digital evidence; alleged defamatory 

comments published on the internet; 

police investigation; alteration of 

evidence 
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IPR; on-line; copyright musical works; 

Wi Fi; liability for infringement 

5 (2008) 142 

Denmark, SIM card, location 

U.2011.2396V, 11 May 2011, 

translated by Helena Lybæk 
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inference and conclusion’ that the 
offence was committed by the 
accused 

6 (2009) 284 – 286 

Digital evidence, disposal 

Here’s the Thing: The Cyber Search Provisions 

of the Search and Surveillance Act 2012 

10 (2013) 39 – 58 

Digital evidence, electronic signatures 
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The use of Artificial Intelligence in digital 

forensics: An introduction 

7 (2010) 35 – 41 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

International aspects of migrating digital 
forensics in the cloud 

10 (2013) 81 – 96 

The application of forensics examination in 
crime-related prosecution: The need for 
standardization and a recognized model in 
Nigeria 

17 (2020) 83 – 93 

Digital images 

Surveillance cameras, identification and 

expert evidence 

9 (2012) 42 – 50 

Digital property 

Federated identity management: enabling 

legal control over digital property in the cloud 

8 (2011) 33 – 43 

Digital signatures, articles 



 

INDEX AND TABLES   2004-2023           v   
 

 

 
Digital Evidence and Electronic Signature Law Review, 20 (2023) | 193 

 

 

A technician’s views on the digital signature in 

Italy 

2 (2005) 39 – 45 

The creation of Qualified Signatures with 

Trusted Platform Modules 

4 (2007) 61 – 68 

The use of electronic digital signatures in 
banking relationships in the Russian 
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11 (2014) 149 – 150 

Estonia, procedure, use of digital signature 

AS Valga Külmutusvagunite Depoo (in 
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the Seventh Circuit, Second Chamber 
of the Mexican Supreme Court, 
February 13, 2008 

5 (2008) 117 – 133 

Digital watermarks 

Digital watermarks as legal evidence 
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E-disclosure viewed as ‘sensemaking’ with 
computers: The challenge of ‘frames’ 

5 (2008) 62 – 67 

Toward a new jurisprudence of information 

retrieval: What constitutes a “reasonable” 

search for digital evidence when using 

keywords? 

5 (2008) 173 – 178 

Recommendations for the probity of computer 

evidence 

18 (2021) 18 – 26 

Discovery, burden to establish necessary inspection 

Canada 

Search and seizure of digital evidence: 

thresholds and minefields 

5 (2008) 240 – 244 

Singapore 



 

INDEX AND TABLES   2004-2023           v   
 

 

 
Digital Evidence and Electronic Signature Law Review, 20 (2023) | 195 

 

 

Alliance Management SA v Pendleton 

Lane P and Another (The First Case:  

[2007] SGHC 133), (The Second Case: 

[2008] SGHC 76) 

5 (2008) 152 – 153 

Discovery, electronic 

Hong Kong 

Electronic evidence and electronic 
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discoveries: Odex Pte Ltd v Pacific 
Internet Ltd 

6 (2009) 25 – 32 

Discovery, protocol 

New Zealand 

eDiscovery in New Zealand under the 

new amended rules 
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[2008] SGHC 76) 
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Extract of the minutes of the Registry 

1042/2011; RG No 11-11-00080 (not 

published), 12 December 2011 

France; revolving credit; extensions of 
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Protection of intellectual property rights; 

internet; illegal downloads; privacy of 

customer personal data; right of interested 

parties to require ISP to provide personal data 

6 (2009) 263 – 269 

Gerechtshof ‘s Gravenhage 9 maart 2011 LJN: 

BP7080, Gerechtshof te ‘s-Gravenhage 

meervoudige kamer voor strafzaken (Appeals 

Court at The Hague, Criminal bench). dossier 

number: 22-002281-10 

Threats to kill posted on web site; accused 

posted comments by using the connection of a 

third party via wi fi without permission; 

whether using the computer of a third party 

without permission is an offence in Dutch law; 

electronic evidence 

8 (2011) 242 – 248 

Networks 

Network investigative source codes and due 

process 

14 (2017) 39 – 46 
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New Zealand 

Suppression and the Internet: The ‘cyber 

memory’ case - a New Zealand response 

5 (2008) 58 – 61 

More on suppression and the internet in New 

Zealand 

6 (2009) 184 – 186 

eDiscovery in New Zealand under the new 

amended rules 

9 (2012) 7 – 16 

Here’s the Thing: The Cyber Search Provisions 

of the Search and Surveillance Act 2012 

10 (2013) 39 – 58 

Nigeria, articles 

Electronic evidence in Nigeria 

11 (2014) 76 – 84 

Another method of stealing cash from ATMs 

14 (2017) 13 – 15 

The application of forensics examination in 
crime-related prosecution: The need for 
standardization and a recognized model in 
Nigeria 

17 (2020) 83 – 93 

Norway, articles 

Electronic evidence in control of and adversely 

affecting the opposing party: a comparative 

study of English and Norwegian law 

8 (2011) 76 – 91 

Forced biometric authentication – on a recent 

amendment in the Norwegian Code of 

Criminal Procedure 

14 (2017) 26 – 30 

Norway, case note 

U 1959.40/1H 

Secured indemnity bond; manuscript signature 
by a ball-point pen; validity 

6 (2009) 277 

Norway, case translations 

LB-2006-27667, 20 August 2007, Borgarting 

appellate court – judgement 

Succession law; lost testament 

5 (2008) 134 – 140 

Journal number 04-016794TVI-TRON, Bernt 

Petter Jørgensen v DnB NOR Bank ASA by the 

Chairman of the Board (Trondheim District 

Court, 24 September 2004) 

Bank card; theft of card; unauthorized use; 

PIN; electronic signature; burden of proof; 

liability; gross negligence 

9 (2012) 117 – 123 

HR-2012-2056-A, translation reviewed by Arve 

Føyen 

Criminal offence; hacking; ‘cloud’ (online) 

storage of personal digital data; data 

protection; data controller; privacy 

10 (2013) 201 – 208 

Notaries 

CyberDOC and e-Government: the 
electronic archive of Austrian notaries 

1 (2004) 30 – 32 

A system of trust: German civil law notaries 

and their role in providing trustworthy 

electronic documents and communications 

3 (2006) 69 – 72 

European Civil Law Notaries ready to launch 

international digital deeds 

4 (2007) 14 – 18 
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Telematic Land Registers: the role of the civil 

law notary 

4 (2007) 19 – 27 

The role of the notary in real estate 

conveyancing 

4 (2007) 28 – 33 

E-commerce for Notaries in England & Wales 

4 (2007) 41 – 44 

Introducing and working with electronic 

signatures in mass applications: Notaries and 

the German commercial register 

5 (2008) 68 – 72 

The E-Notarization Initiative, Pennsylvania, 

USA 

5 (2008) 73 – 77 

The proposed international e-identity 

assurance standard for electronic notarization 

5 (2008) 78 – 80 

The Digital Tower of Babel 

5 (2008) 183 – 186 

The deed is done: on-line notarization 

becomes a reality 

10 (2013) 144 – 146 

Xinchuan Online (Beijing) Information 

Technology Co. Ltd. v Zigong Branch of China 

Network Communication Group (2008) Min 

Shen Zi No. 926, translation and commentary 

by Dr Jiong He 

Intellectual property infringement; electronic 

evidence; probative force of notarial 

certificates; reliability of method of collecting 

electronic evidence 

10 (2013) 158 – 161 

Obtaining evidence 

The use of malware as a means of obtaining 

evidence in Portuguese criminal proceedings 

11 (2014) 55 – 75 

Online searches and online surveillance: 
the use of trojans and other types of 
malware as means of obtaining evidence in 
criminal proceedings 

13 (2016) 88 – 96 

Officially certified documents 

Justice and sheriff: Practical and authoritative 

methods for the electronic issuance of 

officially certified documents in the United 

States 

7 (2010) 42 – 52 

On-line banking 

Slovakia, case law 

Decision of the District Court Trenčín 

dated 8 March 2012, file ref. no. 

21C/143/2011, translated by Rowan 

Legal 

Slovakia; online banking; customer 

mandate; theft by unknown third 

party; thief masquerading as bank 

employee; false banking web site; anti 

virus software; negligence of customer 

12 (2015) 90 – 94 

Decision of the County Court Trenčín 

dated 19 June 2013, file ref. no. 

17Co/213/2012, translated by Rowan 

Legal 

Slovakia; online banking; customer 

mandate; theft by unknown third 

party; thief masquerading as bank 

employee; false banking web site; anti 

virus software; negligence of customer 

12 (2015) 95 – 100 

Commentary: Slovak case law on the 

responsibility of a bank for 

unauthorised financial transactions 

12 (2015) 101 – 102 
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Turkey, case law 

Case number: 2009/11485, judgment 

number: 2011/4033 

On-line banking; unauthorized 

transfers between accounts by 

unknown third party; negligence; 

liability of the bank 

9 (2012) 124 – 127 

On-line searches 

Online searches and online surveillance: 
the use of trojans and other types of 
malware as means of obtaining evidence in 
criminal proceedings 

13 (2016) 88 – 96 

On-line surveillance 

Online searches and online surveillance: 
the use of trojans and other types of 
malware as means of obtaining evidence in 
criminal proceedings 

13 (2016) 88 – 96 

On-line terms, banking 

Germany, liability 

BGH of December 12, 2000 – XI ZR 
138/00 

4 (2007) 93 – 94 

Original document, digital copy 

Belgium, article 

Originality in Belgian civil law: 

comparing the Code Napoleon with 

Book 8 of the New Belgian Civil Code 

16 (2019) 25 – 39 

France, case law 

Appeal No. 07-17622 Court of 

Cassation – second civil chamber of 4 

December 2008 

6 (2009) 246 

Appeal reference n°: 07-12545 (Not 

published in the Judgments Bulletin), 

Court of Cassation, 1st Civil Chamber 

of 25 June 2008 

6 (2009) 247 

Passwords 

PINs, passwords and human memory 

6 (2009) 116 – 122 

Personal data 

Italy, failure to secure, Yahoo! Italia s.r.l. 

Request for Archiving 

6 (2009) 164 – 180 

Netherlands, right of interested parties to 
obtain 

LJN; AY6903, Voorzieningenrechter In 

Kort Geding (Services Court Judge 

Amsterdam), 345291 / KG 06-1112 AB 

6 (2009) 263 – 269 

Sweden, right of claimants to request IP 

address 

Bonnier Audio AB, Earbooks AB, 

Norstedts Förlagsgrupp AB, 

Piratförlaget AB and Storyside AB v 

Perfect Communication Sweden AB 

(the Ephone case) 

6 (2009) 290 – 291 

Personal identification number 

Case law 

Lithuania 

A-143-2740-12, 18 December 

2012 with a commentary by 

Professor Mindaugas Kiškis 

Electronic signatures; qualified 

certificate; advanced 

electronic signature; personal 
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identification numbers; data 

protection 

11 (2014) 152 – 164 

Photographs, Google Street View 

Whether a photograph taken for Google’s 

Street View can be used as evidence in a 

criminal process: a case note 

6 (2009) 187 – 190 

PINs 

PINs, passwords and human memory 

6 (2009) 116 – 122 

Poland, articles 

Electronic Signatures in German, French and 

Polish Law Perspective 

1 (2004) 7 – 13 

When the EU qualified electronic signature 
becomes an information services preventer 

7 (2010) 7 – 18 

A case of the customer attempting to claim 

their debit card was cloned 

13 (2016) 67 – 75 

Poland, case law 

Notice of appeal by facsimile transmission, 
need for manuscript signature 

I KZP 29/06, Resolution of the Polish 

Supreme Court 

5 (2008) 147 – 148 

Electronic document, secure electronic 

signature, legal effect, case translation 

Sygn. akt I KZP 39/08, Polish Supreme 

Court, 26 March 2009 

6 (2009) 270 – 274 

Poland, case translations 

Sygn. akt I KZP 39/08, Polish Supreme Court, 

26 March 2009, commentary by Dr Arkadiusz 

Lach 

Electronic document; secure electronic 

signature (digital signature); criminal 

procedure; Ustawa z dnia 18 września 2001 r. 

o podpisie elektronicznym (Law of 2001.09.18 

on electronic signature); legal effect 

6 (2009) 270 – 274 

Sygn. akt I KZP 2/10, Sąd Najwyższy – Izba 

Karna w Warszawie (Supreme Court – Criminal 

Chamber in Warsaw), commentary by Dr 

Arkadiusz Lach 

Authority to intercept telephone 

communications; admissibility of the records in 

other proceedings; refusal to give opinion on 

this subject because of lack of relevance 

7 (2010) 141 – 147 

Police, failure of investigation 

Misunderstanding IT: Hospital cybersecurity 
and IT problems reach the courts 

15 (2018) 11 – 32 

Politics 

Scandal at the Post Office: The intersection of 

law, ethics and politics 

19 (2022) 12 – 28 

Portugal 

The use of malware as a means of obtaining 

evidence in Portuguese criminal proceedings 

11 (2014) 55 – 75 

Possession 

Establishing possession, custody and control 

through electronic baggage tags 

14 (2017) 16 – 21 

Post Office Limited 
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The Post Office Horizon system and Seema 

Misra 

13 (2016) 133 – 138 

The harm that judges do – misunderstanding 

computer evidence: Mr Castleton’s story 

17 (2020) 25 – 48 

The Post Office Horizon IT scandal and the 

presumption of the dependability of computer 

evidence 

17 (2020) 49 – 70 

Scandal at the Post Office: The intersection of 

law, ethics and politics 

19 (2022) 12 – 28 

The Post Office IT scandal – why IT audit is 

essential for effective corporate governance 

19 (2022) 42 – 86 

Briefing Note: The legal rule that computers 
are presumed to be operating correctly – 
unforeseen and unjust consequences 

19 (2022) 123 – 127 

Ismay Report: Horizon – Response to 

Challenges Regarding Systems Integrity (Post 

Office Limited, 2 August 2010) 

19 (2022) Document Supplement 

The Law Commission and section 69 of the 

Police and Criminal Evidence Act 1984 

20 (2023) 62 – 95 

Independent Review, Miscarriages of Justice, 

and Computer Evidence: Brian Altman KC’s 

General Review and the Post Office Scandal 

20 (2023) 96 – 119 

Simon Clarke, Barrister: Post Office Limited 

Advice on the use of expert evidence relating 

to the integrity of the Fujitsu Services Limited 

Horizon System (15 July 2013)’; Simon Clarke, 

Barrister: Post Office Limited Horizon 

Disclosure The duty to record and retain 

material (2 August 2013) 

20 (2023) Documents Supplement 

Brian Altman KC, Post Office Limited Horizon 

System General Review: Conduct of 

Prosecutions (15 October 2013) 

20 (2023) Documents Supplement 

Power and technology 

The responsible use of technological 

power/L’uso responsabile del potere 

tecnologico 

15 (2018) 1 – 10 

Practice Directions 

Singapore, case law 

Sanae Achar v Sci-Gen Ltd [2011] 

SGHC 87, High Court, 8 April 2011 

Discovery; e-Discovery Practice 

Direction; electronically stored 

documents; relevance; whether 

necessary 

8 (2011) 253 – 255 

Practitioner notes 

Electronic billing for law firms 

1 (2004) 87 – 88 

Preserving cyber investigation evidence – the 

screen tool witness signature 

8 (2011) 190 – 192 

E-mails cause practical problems for client 

confidentiality 

8 (2011) 193 

Presumptions 

Updates on Malaysian cyber case law 

10 (2013) 104 – 106 

Regina v Seema Misra, T20090070, In the 

Crown Court at Guilford, Trial dates: 11, 12, 

13, 14, 15, 18, 19, 20, 21 October and 11 
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November 2010, His Honour Judge N. A. 

Stewart and a jury 

England & Wales; theft; electronic evidence; 

Post Office Horizon System; ‘reliability’ of 

computers 

12 (2015) Introduction, 44 – 55; Documents 
Supplement 

Briefing Note: The legal rule that computers 
are presumed to be operating correctly – 
unforeseen and unjust consequences 

19 (2022) 123 – 127 

Ismay Report: Horizon – Response to 

Challenges Regarding Systems Integrity (Post 

Office Limited, 2 August 2010) 

19 (2022) Document Supplement 

The Law Commission and section 69 of the 

Police and Criminal Evidence Act 1984 

20 (2023) 62 – 95 

Preservation, digital data 

Security in digital data preservation 

11 (2014) 100 – 106 

Private key, security 

Russian Federation 

Resolution of the Federal Arbitration 

Court of Moscow Region of 5 

November 2003 N КГ-А 40/8531-03-П 

5 (2008) 149 – 151 

Privilege 

A combination or a key? The Fifth Amendment 

and privilege against compelled decryption 

9 (2012) 81 – 87 

Procedure, civil 

Japan 

Electronic evidence in Civil Procedure 

in Japan 

5 (2008) 211 – 213 

Poland, case law, notice of appeal by facsimile 
transmission, need for manuscript signature 

I KZP 29/06, Resolution of the Polish 

Supreme Court 

5 (2008) 147 – 148 

United States of America, Federal Rules of Civil 
Procedure 

Avoiding disputes regarding electronic 

evidence: a U.S. perspective 

5 (2008) 166 – 172 

Procedure, criminal 

Slovenia 

Electronic evidence in the Slovene 

Criminal Procedure Act 

7 (2010) 77 – 86 

Proof 

Misunderstanding IT: Hospital cybersecurity 
and IT problems reach the courts 

15 (2018) 11 – 32 

The harm that judges do – misunderstanding 

computer evidence: Mr Castleton’s story 

17 (2020) 25 – 48 

Proof of identity 

Electronic legal correspondence in Switzerland 
– the latest developments 

11 (2014) 25 – 28 

Prosecution, abusive images of children 

R v LR (not reported) Indictment number 

T20090048 

7 (2010) 125 – 129 

Prosecution, failure to analyse evidence correctly 

Misunderstanding IT: Hospital cybersecurity 
and IT problems reach the courts 

15 (2018) 11 – 32 

Publication on the internet 

Suppression and the Internet: The ‘cyber 

memory’ case – a New Zealand response 
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5 (2008) 58 – 61 

More on suppression and the internet in New 

Zealand 

6 (2009) 184 – 186 

QQ Messenger 

QQ Messenger chat record as criminal 

evidence in China 

8 (2011) 187 – 189 

Qualified certificates 

Case law 

Lithuania 

A-143-2740-12, 18 December 

2012 with a commentary by 

Professor Mindaugas Kiškis 

Electronic signatures; qualified 

certificate; advanced 

electronic signature; personal 

identification numbers; data 

protection 

11 (2014) 152 – 164 

Qualified signatures 

The creation of Qualified Signatures with 

Trusted Platform Modules 

4 (2007) 61 – 68 

When the EU qualified electronic signature 
becomes an information services preventer 

7 (2010) 7 – 18 

Qualified signatures, case law 

Germany 

procedure, monetary limitation 

FG Münster 11 K 990/05 F 
(Electronically signed 
statement of claim – On the 
interpretation of the term 
monetary limitation) 

3 (2006) 111 – 112 

19 February 2009, IV R 97/06 

6 (2009) 278 

appeal, civil proceedings 

14.01.2010, VII ZB 112/08, 

commentary by Dr Martin 

Eßer 

7 (2010) 158 

procedure, Administrative Court 

10 A 11741/05 

4 (2007) 91 – 92 

Sweden, procedure, qualified electronic 

signature 

Case number 2572-2573-2002 

1 (2004) 80 

Real estate 

The role of the notary in real estate 

conveyancing 

4 (2007) 28 – 33 

Registration databases 

Legal aspects of the introduction of the 

electronic identity card in Belgian law by the 

Act of 25 March 2003 

2 (2005) 22 – 38 

Reliability, computer evidence 

The Law Commission presumption concerning 
the dependability of computer evidence 

17 (2020) 1 – 14 

Robustness of software 

17 (2020) 15 – 24 

The harm that judges do – misunderstanding 

computer evidence: Mr Castleton’s story 

17 (2020) 25 – 48 

Briefing Note: The legal rule that computers 
are presumed to be operating correctly – 
unforeseen and unjust consequences 

19 (2022) 123 – 127 



 

INDEX AND TABLES   2004-2023           v   
 

 

 
Digital Evidence and Electronic Signature Law Review, 20 (2023) | 243 

 

 

Remote forensics 

Remote forensics and cloud computing: an 

Italian and European legal overview 

8 (2011) 124 – 129 

Remote searching 

Here’s the Thing: The Cyber Search Provisions 

of the Search and Surveillance Act 2012 

10 (2013) 39 – 58 

Retention of data 

Romania 

Decizia nr, 1258 dated 8 October 

2009, Curtea Constituţională a 

României (Constitutional Court), 

translated by Manolea, Bogdan and 

Argesiu, Anca 

7 (2010) 148 – 154 

RFID technology 

RFID technology and the future – old school 
fraud in a new wrapper 

7 (2010) 122 – 124 

Romania 

The digital economy – where is the evidence? 

Theoretical and practical problems in 

understanding digital evidence in Romania 

5 (2008) 226 – 230 

Romania, case translation 

Decizia nr, 1258 dated 8 October 2009, Curtea 

Constituţională a României (Constitutional 

Court), translated by Manolea, Bogdan and 

Argesiu, Anca 

Constitutionality of law 298/2008 regarding 

the retention of the data generated or 

processed by the public electronic 

communications service providers or public 

network providers 

7 (2010) 148 – 154 

Russian Federation, articles 

Electronic signatures in Russian law 

2 (2005) 62 – 66 

The use of electronic digital signatures in 
banking relationships in the Russian 
Federation 

5 (2008) 51 – 57 

Digital evidence and e-signature in the Russian 

Federation: a change in trend? 

6 (2009) 181 – 183 

Russian Federation, case notes 

A12-3342/05-C11, The Federal Arbitration of 

the Povolzhsky District 

4 (2007) 83 – 85 

Transfer of money from corporate bank 

account; private key of digital signature of 

corporation used; liability 

Resolution of the Federal Arbitration Court of 

Moscow Region of 5 November 2003 N КГ-А 

40/8531-03-П 

Unauthorized transfer of money from 

corporate bank account; private key of digital 

signature of corporation used; liability 

5 (2008) 149 – 151 

Case No. А40-43946/08-93-94, Arbitrazh Court 

of Moscow 

Digital evidence; construction of contract; e-

mails instead of signed transfer and 

acceptance on paper 

Case No. А40-19739/08-10-141, Arbitrazh 

Court of Moscow 

Digital evidence; status of scanned copies as 

written evidence; contractual agreement for e-

mail correspondence 

6 (2009) 281 – 283 

Saudi Arabia 
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Revising the Saudi Electronic Transactions Law 

on E-Signatures 

19 (2022) 1 – 11 

Scanned copies of documents, legal status 

Russian Federation 

Case No. А40-43946/08-93-94, 

Arbitrazh Court of Moscow 

6 (2009) 281 – 283 

Search 

Here’s the Thing: The Cyber Search Provisions 

of the Search and Surveillance Act 2012 

10 (2013) 39 – 58 

Search and seizure for electronic evidence: 

procedural aspects of UAE’s legal system 

10 (2013) 115 – 122 

Secure electronic signature, Poland, legal effect 

Sygn. akt I KZP 39/08, Polish Supreme Court, 

26 March 2009 

6 (2009) 270 – 274 

Security, failure 

Technology and banking: lessons from the past 

9 (2012) 91 – 94 

Seizure of digital evidence 

Italy 

Decision no. 16556 dated 29-04-2010, 

La Corte Suprema di Cassazione 

Sezione Quinta Penale (Supreme Court 

of Cassation, 5th Criminal Section) 29 

April 2010 (the hearing took place on 

14 December 2009) 

Facts; seizure of copies of digital 

documents stored on a personal 

computer; law dispositive provisions, 

interception of electronic 

communications; proceedings; ratio 

decidendi 

8 (2011) 249 – 252 

Slovenia, seizure of mobile telephone, 
admissibility of data stored on SIM card 

Up-106/05-27 

6 (2009) 287 – 289 

United Arab Emirates 

Search and seizure for electronic 

evidence: procedural aspects of UAE’s 

legal system 

10 (2013) 115 – 122 

Sexual abuse, case law 

Spain 

STS 2047/2015, Tribunal Supremo, 

Sala de lo Penal (Supreme Court, 

Criminal Chamber), 19 May 2015, 

translated by Patricia Ayodeji 

Spain; sexual abuse of a minor; 

communications via social networks; 

authenticity 

14 (2017) 79 – 87 

Signature, telex 

Formation of contract Japan, case law 

Showa 33 (Wa) No.681, 10 November 

1962, by Associate Professor Hironao 

Kaneko 

Formation of contract; expressions of 

intent by letter and telex; cancellation 

of contract; liability 

9 (2012) 109 – 113 

SIM card 

Denmark, case law 

U.2011.2396V, translated by Helena 

Lybæk Guðmundsdóttir 
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Stolen motor vehicle; SIM card inside 

the vehicle; powers of the police to 

require the telephone company to 

provide an accurate bearing on the 

location of the SIM card; Denmark 

10 (2013) 166 – 168 

Singapore, articles 

The Singapore Electronic Transactions Act 
and the Hong Kong Electronic Transactions 
Ordinance 

5 (2008) 7 – 20 

Evidential issues from pre-action discoveries: 
Odex Pte Ltd v Pacific Internet Ltd 

6 (2009) 25 – 32 

Electronic discovery in Singapore: A 
quinquennial retrospective 

11 (2014) 3 – 24 

Singapore, case notes 

Chwee Kin Keong v Digilandmall.com Pte 
Ltd, case numbers Suit 202/2003/E (at first 
instance), CA/30/(2004) (for the appeal) 

Internet web site; item incorrectly priced; 
digital evidence adduced to demonstrate 
knowledge of incorrect price by claimants 

2 (2005) 114 – 115 

SM Integrated Transware Pte Ltd v 
Schenker Singapore (Pte) Ltd [(2005)] 
SGHC 58 

E-mail; e-mail address; whether an 
electronic signature 

2 (2005) 112 – 113 

Alliance Management SA v Pendleton Lane P 

and Another (The First Case:  [2007] SGHC 

133), (The Second Case: [2008] SGHC 76) 

Inspection of data stored on hard disk; 

meaning of a ‘document’; striking off where 

disk was not produced 

5 (2008) 152 – 153 

Public Prosecutor v Neo Khoon Sing [2008] 
SGDC 225 

Digital evidence; the standard of proof for 
circumstantial evidence; it should lead one 
to ‘the irresistible inference and conclusion’ 
that the offence was committed by the 
accused 

6 (2009) 284 – 286 

Joseph Mathew and Another v Singh 
Chiranjeev and Another [2009] SGCA 51 

Sale of property; exchange of e-mail 
communications accepting offer and price; 
cancellation of contract; whether binding 
agreement 

7 (2010) 159 

Deutsche Bank AG v Chang Tse Wen and 
others [2010] SGHC 125 

Civil Procedure; discovery of documents; 
electronic discovery; Practice Direction No 
3 of 2009; electronic discovery protocol; 
good faith collaboration; opt-in 
framework; who to apply; whether 
necessary to order; consideration of factors 
in paragraph 43D; reasonable search; key 
words; discovery in stages; providing 
electronic copies of electronically stored 
documents in lieu of inspection 

7 (2010) 161 – 162 

Surface Stone Pte. Ltd. v Tay Seng Leon and 

another [2011] SGHC 223 

Electronic discovery; discovery and inspection 

of compound documents; principle of 

proportionality; inspection protocol 

9 (2012) 128 – 129 

SHA256 

Hangzhou Huatai Yimei Culture Media Co., 
Ltd. v. Shenzhen Daotong Technology 
Development Co., Ltd. (2018) Zhe 0192 
Civil Case, First Court No. 81, Hangzhou 
Internet Court of the People’s Republic of 
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China, translated by Dr Jiong He 

China; intellectual property infringement; 
authenticity of electronic evidence; 
screenshot of webpage; SHA256 hash 
value; blockchain related evidence; Bitcoin 
block chain; integrity of evidence; law of 
electronic signatures 

16 (2019) 61 – 70 

Slovakia, case judgments 

Decision of the District Court Trenčín dated 8 

March 2012, file ref. no. 21C/143/2011, 

translated by Rowan Legal 

Slovakia; online banking; customer mandate; 

theft by unknown third party; thief 

masquerading as bank employee; false 

banking web site; anti virus software; 

negligence of customer 

12 (2015) 90 – 94 

Decision of the County Court Trenčín dated 19 

June 2013, file ref. no. 17Co/213/2012, 

translated by Rowan Legal 

Slovakia; online banking; customer mandate; 

theft by unknown third party; thief 

masquerading as bank employee; false 

banking web site; anti virus software; 

negligence of customer 

12 (2015) 95 – 100 

Commentary: Slovak case law on the 

responsibility of a bank for unauthorised 

financial transactions 

12 92015) 101 – 102 

Slovenia, articles 

Electronic evidence in the Slovene Criminal 

Procedure Act 

7 (2010) 77 – 86 

The Trojan horse defence – a modern problem 

of digital evidence 

9 (2012) 58 – 66 

Digital data encryption –aspects of criminal 

law and dilemmas in Slovenia 

10 (2013) 147 – 154 

Slovenia, case notes 

I Up 505/2003,The Supreme Court of the 

Republic of Slovenia 

General Administrative Procedure; validity of e-

mail 

4 (2007) 97 

Up-106/05-27 

Seizure of mobile telephone; admissibility of 

data stored on an SIM card; constitutional 

right to privacy of communication 

6 (2009) 287 – 289 

I Ips 7/2009 

Mobile telephone and SIM card; data of the 

incoming and outgoing calls of the appellants 

telephone number and of the base stations; 

whether illegally obtained evidence 

7 (2010) 163 – 165 

SMS 

The Moving Finger: sms, on-line 

communication and on-line disinhibition 

8 (2011) 179 – 183 

Social media 

Denmark, case law 

U 2012.2614 H, commentary by 

Professor Lars Bo Langsted 

Social media; publicly available 

information; police obtaining 

information of social media; 

interception of communications; 

jurisdiction; Denmark 

10 (2013) 162 – 165 

Spain, case law 
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STS 2047/2015, Tribunal Supremo, 

Sala de lo Penal (Supreme Court, 

Criminal Chamber), 19 May 2015, 

translated by Patricia Ayodeji 

Spain; sexual abuse of a minor; 

communications via social networks; 

authenticity 

14 (2017) 79 – 87 

Social networking 

Hiding illegal content in the SWF format and 

spreading through social network services: a 

legal approach 

7 (2010) 116 – 121 

Software code, articles 

The Post Office Horizon system and Seema 

Misra 

13 (2016) 133 – 138 

Robustness of software 

17 (2020) 15 – 24 

The harm that judges do – misunderstanding 

computer evidence: Mr Castleton’s story 

17 (2020) 25 – 48 

The Post Office Horizon IT scandal and the 

presumption of the dependability of computer 

evidence 

17 (2020) 49 – 70 

Brake systems: a mind of their own 

18 (2021) 27 – 34 
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